TASK ORDER GSQ0016AJ0009

Modification PO29
January 6, 2020

Enterprise Operations and Security
Services

in support of

The Army National Guard

Issued to
SRA International, Inc.

Issued Against
Alliant Government-Wide Acquisition Contract GS00Q09BGD0055

Conducted Under FAR Part 16.5
Awarded November 20, 2015

Issued by
The Federal Systems Integration and Management Center (FEDSIM)
1800 F Street, NW
Suite 3100 (QFOB)
Washington, D.C. 20405

FEDSIM Project Number AR00702



SECTION C -PERFORMANCE WORK STATEMENT

C.1 BACKGROUND

The Army National Guard (ARNG) requires support for the operation, modernization,
expansion, and further evolution of the Enterprise Operations and Security Services (EOSS)
program and the associated Information Technology (IT) services, infrastructure support, and
program management services. The EOSS program supports the ARNG enterprise information
technology (IT) infrastructure, its Wide Area Network (WAN) and the associated services.
EOSS uses the Information Technology Infrastructure Library (ITIL®) best practices framework
as the basis for IT service management model. The EOSS service model is the mechanism that
ARNG uses to provide management, operations, maintenance, security, collaboration and
support for the IT and telecommunications infrastructure that provide enterprise data, voice, and
video networks. The EOSS program manages all National Guard circuits, network nodes,
supporting equipment, and software. Taken together, these provide Command, Control,
Communications, and Computers (C4) support across the ARNG. The EOSS model
encompasses the strategies, acquisition, operation, and disposition of all the hardware and
software resources necessary to provide IT and communications support, including the GuardNet
Non-Secure Internet Protocol Router Network (NIPRNet) WAN and GuardNet-S Secret Internet
Protocol Router Network (SIPRNet) WAN, herein may be referred to as Department of Defense
Information Network — Army (National Guard) or DODIN-A(NG). The DODIN-A(NG)
connects into the Joint Information Environment (JIE) via connections to the Joint Regional
Security Stack (JRSS).

EOSS was established in 2006 with the goal of moving ARNG’s IT operations from a traditional
organizational and operational model based on separate support structures to an integrated
lifecycle support framework that emphasizes proactive operational planning and analysis that
supports the ARNG mission needs. EOSS supports IT service management across large
geographical areas implementing and utilizing the ITIL v3 framework to manage IT operations.
Some of the major support requirements are: network operations management, audio and video
conferencing, distance learning classroom, user authentication and authorization, Boulete,
Moores, and Cloer (BMC) Information Technology Service Management (ITSM), network and
IT engineering, asset management/Government-Furnished Equipment (GFE) maintenance and
disposition, SIPRNet, Information Assurance, Cyber Network Defense and Cybersecurity,
Certification and Accreditation (C&A), Alternate site/Disaster Recovery (DR)/Continuity of
Operations (COOP) operations, and knowledge management, collaboration and data processing
center operations in support of enterprise operations. These services are in support of and
managed across the 50 states, the District of Columbia, and the territories of Guam, Puerto Rico,
and the Virgin Islands.

In 2016 the Department of Defense (DoD) and Headquarters Department of the Army (HQDA)
mandated a reduction in IT expenditures, decrease in the number of Data Centers and reduction
in the duplication of security standards to fundamentally change the way the DoD secures and
protects its information networks, by deploying joint regional security stacks (JRSS). In
compliance with these policies and mandates, the ARNG with the support of EOSS will continue
to modernize the ARNG enterprise network as a tenant of JRSS.

C.1.1 PURPOSE

The purpose of this requirement is to acquire contractor support for the operations,
modernization, expansion, and further evolution of the EOSS program and the associated 1T
services for the ARNG. The contractor shall provide a wide range of IT and infrastructure
support, and program management services for EOSS that will be described in the task
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SECTION C -PERFORMANCE WORK STATEMENT

requirements. It is the intent of the ARNG to migrate the current infrastructure to the JIE
construct in accordance with (IAW) the Draft JIE Implementation Plan (See Section J,
Attachment Y).

C.1.2 AGENCY MISSION

C.121 ARMY NATIONAL GUARD (ARNG)

The ARNG is a military force with Federal and state missions that range from providing
emergency assistance to state and local law enforcement agencies to supporting the nation’s
military strategies. It is a unique and complex organizational and operational environment
involving the National Guard Bureau (NGB), the ARNG, and various directorates. There are
National Guard entities located throughout the 50 states, Puerto Rico, Virgin Islands, Guam, and
the District of Columbia. The National Guard is unique in that by law it has a dual mission: 1) to
support the Governors under Title 32 United States Code (USC) Section 502(f), and 2) to
provide a high state of preparedness and be available on short notice to the President under Title
10 USC. Under Title 10, the National Guard units fall under control of the Army command
structure.

C.1.22 ARNG G6 - CHIEF INFORMATION OFFICE

The Chief Information Office of the ARNG (ARNG G6) (the requiring activity) helps preserve
the operational ARNG in three ways. Firstly, by developing and maintaining operational and
tactical networks. Secondly, the ARNG G6 governs, develops, and integrates all applications
and systems. Thirdly, the ARNG G6 leverages other DoD IT solutions to meet ARNG
requirements.

Figure 1 below illustrates the channels of communication between the Secretary of Defense and
the Adjutants General of the 50 states, the three territories, and the District of Columbia. The
ARNG G6 enables the unique capability to provide seamless communications across state and
Federal boundaries, between Title 10 and Title 32 missions. Importantly, the ARNG G6
facilitates the nation’s force of choice for domestic operations by providing interoperability with
state, territorial, tribal, and local governments by enabling rapidly deployable forces for
Governors and Northern Command in support of homeland missions. See Section J,
Attachments S and T for organizational chart for the G6 and for the IT Operations Division
(IMO).
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Figure 1. GuardNet Stakeholders

C.2 SCOPE

The EOSS program supports the ARNG enterprise IT infrastructure, its WAN and the associated
services. EOSS uses the ITIL best practices framework as the basis for IT service management
model. The contractor shall perform the following:

a.

b.

Operate the GuardNet and GuardNet-S networks and maintain delivery of GuardNet and
GuardNet-S networks and computing services.

Support the GuardNet and GuardNet-S networks and associated computing services from
requirement identification to service disposal.

Ensure continued security of the network and proactive enhancement of Cybersecurity
and Risk Management Framework (RMF) capabilities to meet evolving and emerging
threats.

Provide support for the operation of Guard Knowledge Online (GKO) and National
Guard hosted Public Sites.

Provide Enterprise Data Processing (EDP) support services to support enterprise
application hosting with Infrastructure as a Service (laaS) and Platform as a Service
(PaaS) capabilities.

Provide support for Government Command and Control (C2), i.e. provide
communication with the 54 sites (50 states, the District of Columbia, and three
territories), to ensure flexible and responsive operation and defense of the network.
Leverage Department of Defense (DoD) enterprise security services provided by the
Defense Information Systems Agency (DISA) to meet user requirements as technically
and fiscally feasible and approved by the Designated Approving Authority (DAA) as
defined by the future JIE architecture.

Maintain continuity of service when primary support systems operate in degraded mode
at Camp Robinson in Arkansas, Camp Ripley in Minnesota or other government
approved alternate sites as per COOP.
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Long-distance travel may be required to support the requirements of this Task Order (TO). Most
interaction by the contractor with the states and alternate/COOP sites is performed remotely from
the Regional Cyber Center-National Guard (RCC-NG) formally known as Network Operations
Security Center (NOSC), located at the Temple Army National Guard Readiness Center
(TARC). The RCC-NG is currently a government owned, government operated facility.

The contractor shall interface with other contractors, internal and external to the ARNG, and
shall ensure that the IT operations adhere to required ARNG IT security policies and procedures.

All equipment supplied by the contractor shall be Energy Star compliant IAW FAR Clause
52.223-15 in Section | of the TOR.

C.3 CURRENT INFORMATION TECHNOLOGY (ITY/NETWORK ENVIRONMENT

The National Guard and its components depend on a wide variety of assets to deliver services.
Serving as the backbone of the IT infrastructure is a WAN that is known as GuardNet. The
GuardNet Enterprise is composed of two elements: 1) an Enterprise layer that is a Multiprotocol
Label Switching (MPLS) network providing the communications channel for voice, video, and
data among all National Guard entities, and 2) state-level enclaves that provide data
communications for the state-level ARNG units. The communication channels from the
ARNG’s end-points (GuardNet Enterprise layer) along with the network’s core are provided by a
third party under the Networx contract, administered by the United States (U.S.) GSA, and may
be migrated to the Enterprise Infrastructure Solutions (EIS) contract sometime during this task
order. The contractor shall manage all the edge devices (routers, firewalls, etc.) on the
Enterprise side of the GuardNet/JRSS network. These devices are owned by ARNG.

The contractor shall provide real-time (mostly remotely from the RCC-NG), interactive support
across Continental United States (CONUS) and Outside the Continental United States
(OCONUS) locations for the GuardNet network. The contractor shall maintain the
interoperability of the network with other components of the Army, other Military Services, and
coalition partners. These communication channels are maintained by DISA.

GuardNet delivers enterprise services and network connectivity among the 54 Joint Forces
Headquarters (JFHQ), other DoD networks, and DISA. However, there are additional functions
in the Management Layer associated with operating GuardNet (e.g., monitoring vendor service
levels for this TO, traffic shaping, and managing security infrastructure).

ARNG Enterprise Network

The ARNG G6 maintains and operates ARNG enterprise IT systems, including the GuardNet
and GuardNet-S WANSs, Active Directory (AD), Video and Audio conferencing, enterprise
collaboration application, application hosting, enterprise data processing and other systems. The
ARNG IT Operations Division (ARNG-IMO) of the ARNG G6 has direct responsibility for
ARNG enterprise network operations and for managing the EOSS TO. The EOSS TO provides
resources for the operation and maintenance of the ARNG enterprise IT networks and operation
of ARNG contexts within JRSS.

Enterprise Operations and Security Services (EOSS)

The EOSS service model is the mechanism that ARNG uses to provide management, operations,
maintenance, security, and support for the IT and telecommunications infrastructure that provide
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enterprise data, voice, and video networks. The framework emphasizes proactive operational
planning and analysis supporting ARNG mission needs.

The EOSS program manages all ARNG circuits (NIPR, SIPR, JWICS), network nodes,
enterprise applications, supporting equipment, and software. Taken together, these provide C4
support across the ARNG. The EOSS model encompasses the strategies, acquisition, operation,
and disposition of all the hardware and software resources necessary to provide IT and
communications support, including the GuardNet/GuardNet-S wide area networks. The EOSS
program includes the following services:

a. Enterprise Service Desk for the GuardNet/GuardNet-S WANSs and the associated IT
operations.

GuardNet/GuardNet-S WAN RCC-NG.

Enterprise AD design and management of the root and selected lower-level objects.
Engineering services for defined IT and network operations.

Video and audio conference support.

Cybersecurity protection and the security of all GuardNet/GuardNet-S and Enterprise IT
elements utilizing RMF

g. Higher-level technical support to units managing state-level enclaves.

h. Support planning for future JIE implementation.

0o o0oC

GuardNet

GuardNet/GuardNet-S is defined to be the WAN infrastructure of the National Guard which
securely supports the NGB Joint Staff and ARNG enterprise using nationwide information
technology systems as a mission-command network. GuardNet/GuardNet-S supports tactical
and force-generating operations every day. The GuardNet mission is to “Provide a secure,
robust, and dynamic telecommunication infrastructure consolidating voice, data, and video
services for the States, Territories, and the District of Columbia in one integrated network.”

This network spans 15 time zones and is at ~2,312 separate camps, posts and stations. GuardNet
provides ARNG access to the Army’s Department of Defense Information Network — Army
DODIN-A), and as such, GuardNet is also known as the DODIN-A(NG). The network supports
approximately 130 applications and video to 400 endpoints, and links across all CONUS and
OCONUS armories and other facilities for data transmittal between the DODIN-A, the NGB,
and the ARNG sites.

By using GuardNet/GuardNet-S, NGB, the states, territories, and the District of Columbia can
connect to the NIPRNet and SIPRNET defense networks operated by DISA. From NIPRNet,
GuardNet end-users can access the Internet. Security devices exist at connections between the
Federally controlled Enterprise (Title 10) and state-controlled enclave (Title 32) portions of
GuardNet, between the Federally controlled portion of GuardNet and DISA’s network, and
between DISA’s network and the Internet.

The GuardNet Enterprise provides two connections (Primary and Alternate) to every state and
other sites, resulting in over 110 Service Delivery Points (SDPs). The Primary and Alternate
sites are interconnected via the state’s internal network. At the time of solicitation, all circuits
that use DS3 are being transitioned to Fast Ethernet or higher access with bandwidth adjusted to
meet traffic demand and support the Network Convergence mandate by DoD. The WAN
provider is responsible for delivery of data to the ARNG-managed routers.
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A GuardNet SDP at each JFHQ contains the demarcation point between GuardNet Enterprise
and the state enclave. The ARNG’s RCC-NG manages the GuardNet side of the demarcation
point and the state’s Director of Information Management (DOIM/J6/G6) is responsible for
managing the states’ network. The demarcation between GuardNet Distributed Learning
Program (DLP) classrooms is located on the side of Enterprise Top Level Architecture (TLA),
which secures the DLP traffic with perimeter firewall and Intrusion Protection System
(IPS)/Intrusion Detection System (IDS). The GuardNet topology diagram in Section J,
Attachment U shows equipment, connections, and interrelationships.

A GFE hardware inventory and a software list of those items to be used and managed by the
contractor, can be found in Section J, Attachment V. The inventory shows the GFE hand
receipt at the RCC-NG. The contractor shall manage all GuardNet configuration items not just
those listed on the hand receipt.

C.4 OBJECTIVE

ARNG G6 intends to continue a high level of operational performance and further develop the
EOSS concept of delivering services in a manner consistent with the ITIL service management
framework and that meets the following specific objectives:

a.

Increase operational efficiencies of the available resources through increased use of ITIL
processes resulting in improved Total Cost of Ownership (TCO).

Improve customer service and internal efficiency by emphasizing proactive system
management using ITIL processes.

Position the ARNG’s EOSS program as the premier source of IT and communications
services for the National Guard.

Provide IT operations and support to the ARNG states as the Enterprise Service Provider.

Provide real-time continuous security and configuration monitoring of systems in
agreement with National Institute of Standards and Technology (NIST) SP 800-137 to
improve security of the ARNG systems.

Develop service delivery pricing models and basis.
Lower TCO for ARNG enterprise operations.
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C.5 TASKS

The contractor shall support the following tasks in accordance with (IAW) the Government’s
Service Level Agreements (SLAS):

Task 1: Task Order Program Management
Task 2: Transition-In

Task 3: Transition-Out (optional)

Task 4: IT Service Management

Task 5: Managed Services

Task 6: Project and Initiative Support (optional)
Task 7: Technical Refresh Support

Task 8: Accounting for Contract Services

The contractor shall supply a contractor-owned contractor operated (COCO) facility to provide a
Network Operations Center (NOC)/ Security Operations Center (SOC) and ancillary support that
also provides sufficient space for the Government to monitor activities and conduct review
meetings. This facility will be referred to as the RCC-NG in this document. It shall be located
within a 15 mile radius of ARNG’s Readiness Center located at 111 South George Mason Drive,
Arlington, VA and it shall meet the facility criteria contained in Section J, Attachment LL to
include meeting DHS FSL Level Il regulations at a minimum. The majority of contractor-
supplied work in support of this effort shall occur at this facility. It is the intent of the
Government to require the Contractor to move to a Government facility within the life of this
Task Order.

In compliance with U.S. Office of Management and Budget (OMB) guidance dated 28
September 2010, Federal agencies are required to ensure that procurements of networked
information technology comply with Federal Acquisition Regulation (FAR) requirements for
using the U.S. Government version 6 (USGv6) profile and testing program for the completeness
and quality of Internet Protocol version 6 (IPv6) capabilities.

The contractor shall ensure that all equipment and software proposed and/or provided by the
contractor is compatible with the above stated guidance.

C51 TASK1-PROVIDE PROGRAM MANAGEMENT

The contractor shall provide program management support under this TO. This includes the
management and oversight of all activities performed by contractor personnel, including
subcontractors, to satisfy the requirements identified in this TO. The contractor shall provide a
Program Manager (PM) as a primary point of contact who shall provide management, direction,
administration, quality control, and leadership of the execution of this TO. The contractor shall
schedule meetings and provide deliverables IAW the Government-approved delivery schedule.
The contractor shall establish and maintain a formal program management organization IAW the
Program Management Plan (PMP) and provide the Government with an organization diagram
and a directory of the positions, names, and contact information of all engineering, operations,
and program management personnel who are designated as Government points of contact.

C.5.1.1 SUBTASK 1 - PERFORMANCE MANAGEMENT

The EOSS TO is a performance-based contract under which ARNG will rate the contractor
according to the performance criteria defined in the SLAs/SLOs for Tasks 2, 4, 5, 6, and 7. The
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Government will establish am Award Fee Determination Plan (AFDP) (Section J, Attachment
E) that incorporates the SLAs established under the EOSS TO. The Government will use the
AFDP as a basis for evaluating contractor performance in a systematic way.

The contractor shall be responsible for gathering, processing, and presenting the SLA data at the
regularly scheduled review session.

This solicitation defines the end user of the EOSS services as the user seeking assistance from
the EOSS program. From the contractor‘s point of view, the customer is the ARNG, which in
turn provides services to its own customers (end users).

The contractor shall:

a. Deliver EOSS services IAW SLAs established under the EOSS TO.

b. All SLAs must be met no later than (NLT) the end of the Transition-in period. As
services are transitioned from the out-going contractor to the incoming contractor, the in-
coming contractor shall be responsible for meeting the SLAs for the corresponding
service. The objective is to refine previous EOSS SLAs, define appropriate new SLAS,
and implement ongoing performance-based metrics against these objectives iteratively
over the life of the Task Order with a first set of SLAs in place NLT 120 days after
contract start. This will be outlined in the SLA and reported in the Monthly Program
Status Report (MPSR).

c. Employ ITIL-based service level management processes and monitor and report on
service management levels throughout the period of performance.

d. Provide personnel, tools, and processes to monitor, manage, and regulate performance
and security and continuously optimize performance.

e. Develop a Quality Control Plan (QCP) as part of the PMP that describes the overall plan,
procedures, and controls that the contractor will use to provide and maintain a
satisfactory quality system for the duration of the period of performance.

f. Capture and convert information from assigned components and systems to generate the
performance measurements required by the EOSS SLAs.

g. Conduct regular service review meetings to report on service levels and end-to-end
performance.

h. ldentify required improvements in service levels on a continual basis.

i. Develop and maintain an Integrated Master Schedule (IMS) (Section F, Deliverable 01)
that is vertically traceable to the contractor’s Work Breakdown Schedule (WBS) and the
requirements of the Performance Work Statement (PWS). All schedule requirements
must be contained in the IMS. The IMS shall contain critical path information about all
on-going projects and synchronize their relationship to other projects and activities. The
contractor shall evaluate the impact of new initiatives or proposed changes to ongoing
project activities and develop recommendations as to acceptance of this new project and
consequences of such decision on the on-going EOSS and related activities and plans and
report in the review boards.

C.51.2 SUBTASK 2 - COORDINATE A PROJECT KICK-OFF MEETING

The contractor shall schedule, coordinate, and host a Project Kick-Off Meeting (Section F,
Deliverable 02) at the location approved by the Government. The meeting will provide an
introduction between the contractor personnel and Government personnel who will be involved
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with the TO. The meeting will provide the opportunity to discuss technical, management, and
security issues, and travel authorization and reporting procedures. At a minimum, the attendees
shall include vital contractor personnel, representatives from the directorates, other relevant
Government personnel, and the Federal Systems Integration and Management Center (FEDSIM)
Contracting Officer’s Representative (COR). The contractor shall provide the following at the
Kick-Off Meeting:

a. Transition-In Plan

b. Status on the Completion of the Draft Project Management Plan (PMP)
c. Status on the Completion of the Final Quality Control Plan (QCP)

d. Earned Value Management (EVM) Plan

C.5.1.3 SUBTASK3-EMPLOY EARNED VALUE MANAGEMENT (EVM)

The contractor shall employ and report on EVM in the management of this TO. See Section
H.19, Earned Value Management, for the EVM requirements.

C.51.4 SUBTASK 4 - CONVENE TECHNICAL STATUS MEETINGS

The contractor PM shall convene a monthly Technical Status Meeting (Section F, Deliverable
03) with the Technical Point of Contact (TPOC), COR, and other vital Government stakeholders.
The purpose of this meeting is to ensure all stakeholders are informed of the monthly activities
and MPSR, provide opportunities to identify other activities and establish priorities, and
coordinate resolution of identified problems or opportunities. The contractor PM shall provide
minutes of these meetings, including attendance, issues discussed, decisions made, and action
items assigned, to the COR within five workdays following the meeting.

C.5.15 SUBTASK 5 - PREPARE A PROGRAM MANAGEMENT PLAN (PMP)
The contractor shall document all support requirements in a PMP. The PMP shall:

a. Describe the proposed management approach.
b. Include milestones, tasks, and subtasks required in this TO.

Develop and maintain an IMS that is vertically traceable to the contractor Work
Breakdown Structure (WBS), and the requirements of this PWS. All schedules required
throughout the contract must be contained in the IMS. This IMS shall contain critical
path information about all on-going projects and synchronize their relationship to other
projects and activities.

d. Provide for an overall WBS and associated responsibilities and partnerships between or
among Government organizations.

Include the contractor’s QCP and EVM Plan
Provide methods used to meet the Government’s SLAs and reporting results.

g. Provide methods for improving service level management and operating more efficiently,
including proactive, ITIL-compliant service enhancements and problem avoidance.

h. Provide methods for maintaining relationships with other contractor supporting or using
EOSS services.

i. Provide methods for developing metrics/Key Performance Indicators (KPIs).

The contractor shall provide the Government with a Draft PMP (Section F, Deliverable 04), on
which the Government will make comments. The contractor shall provide a Final PMP (Section

GSQ0016AJ0009 PO29 PAGE C-9



SECTION C -PERFORMANCE WORK STATEMENT

F, Deliverable 05) that incorporates the Government’s comments. The PMP is an evolutionary
document that shall be updated annually at a minimum.

C.51.6 SUBTASK6-STATUS REPORTS

C.5.1.6.1 SUBTASK®6.1-DAILY STATUS REPORT

The contractor shall submit Daily System Status Report (Section F, Deliverable 06) with input
from the Service Operations staff. The Daily System Status Report is an informal means of
working with Service Operations and communicating information about:

a. System performance.
b. Status of current and upcoming events and activities.
c. Events that may have an impact on operations.

C.5.1.6.2 SUBTASK6.2-WEEKLY STATUS REPORT

The contractor shall submit the Weekly System Status Report (Section F, Deliverable 07) with
input from the each of the functional areas. The Weekly System Status Report shall provide
information about the current state of the operations as well as planned activities. This report
information shall be structured into the following sections.

Service Level Management
Incidents and Problems
Changes

Maintenance

Projects Status

Contractual Activities
Issues

@rooo0 o

C.5.1.6.3 SUBTASK 6.3— MONTHLY PROGRAM STATUS REPORT (MPSR)

The contractor shall develop and provide a Monthly Program Status Report (MPSR) (Section F,
Deliverable 08) using Microsoft (MS) Office Suite applications, by the tenth of each month via
electronic mail to the TPOC and the COR. See the Sample MPSR in Section J, Attachment B.
The MPSR shall include the following:

a. Activities during reporting period, by task (include: on-going activities, new activities,
activities completed; progress to date on all above mentioned activities). Start each
section with a brief description of the task.

b. Problems and corrective actions taken. Also include issues or concerns and proposed
resolutions to address them.

c. Personnel gains, losses, and status (security clearance, etc.).

d. Government actions required.

e. Schedule (show major tasks, milestones, and deliverables; planned and actual start and
completion dates for each).

f.  Summary of trips taken, conferences attended, etc. (attach Trip Reports to the MPSR for
the reporting period).

g. EVM statistics.

h. Accumulated invoiced cost for each CLIN up to the previous month.

i.

J.

Projected cost of each CLIN for the current month.
Service Level Management statistics.
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Availability Management statistics.
Capacity Management statistics and progress.
. Demand Management statistics.
Incident, Request, and Trouble Ticket Summary.
Service Desk Summary.
Change Management activities.
Maintenance activities.
Updated risk analysis.
Other contractor activities.

» SoT oS3 TR

C.5.1.7 SUBTASK 7-PREPARE TRIP REPORTS

The Government will identify the need for a contractor Trip Report (Section F, Deliverable 09)
when the request for travel is submitted. The contractor shall keep a summary of all long-
distance travel including, but not limited to, the name of the employee, location of travel,
duration of trip, point of contact (POC) at travel location, summary and conclusions, and any
items for further actions (action items). The contractor shall format IAW Army Regulation 25-
50 “Preparing and Managing Correspondence.”

C.5.1.8 SUBTASK 8 — UPDATE QUALITY CONTROL PLAN (QCP)

The contractor shall update the QCP submitted with its proposal and provide a Final QCP
(Section F, Deliverable 10). The contractor shall periodically update the QCP as changes in
program processes are identified.

C.5.19 SUBTASK9-PERFORM RISK MANAGEMENT ACTIVITIES

The contractor shall actively manage risks and its mitigation plans/strategies for the EOSS TO
across all service management areas. In particular, the contractor shall perform the following:

a. Establish and execute a risk management program IAW the Risk Management Guide for
DoD Acquisition, Sixth Edition (Version 1.0), August 4, 2006, and document the
program in the Risk Management Plan (Section F, Deliverable 11).

1. Lay out the organizational structure that will support risk management by identifying
planning responsibilities, mapping them to contractor staff, identifying the ARNG
staff dependencies, and presenting the schedule for performing and completing this
work.

2. Using a Responsible, Accountable, Consulted, Informed (RACI) matrix approach,
define personnel roles, responsibilities and accountability for executing the risk
management plan and monitoring performance, map these responsibilities to
contractor staff, and identify interfaces to the ARNG staff.

3. Define the lifecycle management risk mitigation process.

4. Define controls that the contractor will use to minimize risk to the operations.

5. Address the risks associated with changes to the existing infrastructure, introduction
of new elements into the infrastructure as well as external factors, such as technology
trends and changing business environment.

b. Conduct a risk analysis (e.g., risk identification and assessment) and brief results to the
Government on a regular basis.

c. Schedule, attend, provide input to, and manage monthly risk management meetings.
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d. Update the status of existing and new contractor risks for inclusion in the MPSR.

Prepare and present new program risks with proposed mitigation plans and strategies and
report on the mitigation status of existing risks.

f. Integrate the risk management processes with the IT service management processes in
conformance with ITIL best practices.

C.5.1.10 SUBTASK 10 -PROVIDE IT GOVERNANCE

ARNG G6 has established IT Governance organizations, policies, and procedures. These IT
Governance activities directly impact the execution and management of the EOSS program.

The contractor shall:

a. Actively participate in IT Governance organizations as requested by ARNG.

b. Develop strategies and plan recommendations that support the management of IT
services for the ARNG Enterprise system.

c. Enforce ARNG IT Governance strategies, policies, and plans as they apply to the
implementation and management of EOSS services.

C.5.1.11 SUBTASK 11 - MAINTAIN GUARD KNOWLEDGE ONLINE (GKO)
DOCUMENTATION LIBRARY

ARNG G6 needs to maintain a complete and up-to-date set of all deliverables and documentation
provided under the EOSS TO.

The contractor shall:

a. Use GKO (SharePoint) as the document library.

b. Ensure that this library contains up-to-date versions of all deliverable documents produced by
the contractor or directed for inclusion by the ARNG.

c. Maintain permission-based access, including user-level restriction of access to data elements
and functions that one can perform against these elements.

d. Populate, update, and maintain current the content of the Documentation Library.

C.5.1.12 SUBTASK 12 - PREPARE AND MAINTAIN STANDARD OPERATING
PROCEDURES (SOP)

After the transition period, the contractor shall prepare and deliver any contractor-recommended
SOPs (Section F, Deliverable 12) associated with the required tasks of this TOR. The
Government will review the recommended SOPs and provided the final Government-approved
set for project use. Based on Government direction, the contractor shall update the SOPs as
procedures change and report these changes with the MPSR.

C.52 TASK?2-TRANSITION-IN

The contractor shall ensure that there will be minimum service disruption to vital Government
business and no service degradation during and after transition. The contractor shall provide a
Final Transition-In Plan (Section F, Deliverable 14) that will be based on the contractor’s
proposal Transition-in Plan, within five calendar-days of Project Start. All transition activities
shall be completed 120 calendar days after Project Start. If the contractor is not able to establish
SIPRNet connectivity within the required 120 days due to Government delay, the contractor shall
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notify the Government sufficiently in advance of the deadline such that the Government can
provide temporary SIPRNet access using the capability in the RCC and still remain within the
120-day requirement. The contactor can utilize all existing GuardNet infrastructure during
transition as long as risks are appropriately mitigated.

The contractor shall begin implementation of its Transition-In Plan NLT five calendar days after
Project Start. The contractor shall perform IAW the Transition-in SLAs/SLOs contained in
Section J, Attachment MM.

C.5.3 TASK 3-TRANSITION-OUT (OPTIONAL)

The contractor shall provide a Transition-Out Plan (Section F, Deliverable 15) that facilitates
the accomplishment of a seamless transition from the incumbent to an incoming
contractor/Government personnel at the expiration of the TO. The contractor shall provide a
Transition-Out Plan NLT 120 calendar days after the Government exercises the Transition-out
option and shall update the Plan as necessary reflecting current operations and service levels and
provide these updates at the appropriate MPSR. The contractor shall identify how it will
coordinate with the incoming contractor and/or Government personnel to transfer knowledge to
include the following:

a. Project management processes.
b. Points of contact.

c. Location of technical and project management documentation, data, and methods of
providing these to the incoming service provider.

Status of ongoing technical initiatives.

Appropriate contractor-to-contractor coordination to ensure a seamless transition.
Transition of Key Personnel.

Schedules and milestones.

Actions required of the Government.

Methods of measuring transition risks that includes a complete inventory of transition
risks with assigned severity and probability, and response plans to address the risks either
through avoidance, mitigation, or other means.

J.  Method of permitting the successor service provider to observe and become familiar with
any and all operations specified in this TOR for a minimum of 120 calendar days prior to
the expiration or termination of the TO.

k. Method of establishing and maintaining effective communication with the incoming
service provider for the period of the transition via weekly status meetings.

I. Detail knowledge transfer including the following:

1. Methods for ensuring that all information assets and related configuration information

IS up-to-date and available for the Government’s review at least 120 calendar days
prior to the end of the TO. As part of the Plan the contractor shall:

SQ ~+ oo

A. Deliver to IMO electronic copies of all Government data and information stored
in the contractor’s systems in the format requested by IMO within 15 workdays
from the IMO request.

B. Turn over all administrative access information, i.e., user-name and password, to
the ARNG at least 90 calendar days prior to the end of the TO.

C. Provide process descriptions and detailed procedures for all systems management
and support processes and update as necessary during the transition-out.
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2. Method for adherence to the approved Transition-Out Plan once phase-out activities
are initiated.

3. Method for conducting a joint contractor and Government inventory of GFE and
contractor-furnished equipment (CFE) and all operational, engineering, procedural,
educational, and any other documentation and presentations produced as part of
delivering EOSS services within ten workdays of an IMO request.

4. Method for certifying that all Government information has been purged from any
contractor-owned system used to process Government information.

The contractor shall implement the requirements of the Government-approved Transition-Out
Plan at the direction of the Government in support of transitioning to a new service provider.

C.54 TASK4-IT SERVICE MANAGEMENT

The contractor shall apply and adapt the best practices for IT service management (ITSM) as the
basis for managing and operating the ARNG’s IT enterprise. ITSM provides a structured
approach for managing the EOSS services. The contractor shall implement ITSM practices IAW
the ITIL best practices framework that provides guidance to service providers on the provision of
quality IT services and on the processes, functions, and capabilities needed to support them. The
ARNG has adopted ITIL as its service management model and expects to further develop and
mature the ITIL practices and processes, with assistance from the contractor, that have been
implemented under EOSS.

The objectives of implementing ITIL under the EOSS TO are the following:

a. Be responsible for all process in the service delivery framework that promotes the
consistent delivery and management of the EOSS Services to end users.

Focus on the delivery of services to end users.

Respond to dynamic mission requirements and priorities.

Implement new processes and technologies, and improve current processes.
Realize cost efficiencies through the use of well-defined, repeatable, and well-
documented processes to manage IT systems and services throughout the lifecycle.

® 00T

The contractor shall update, enhance, and maintain an IT Service Management Plan (Section F,
Deliverable 13) describing the Service Management System how ITSM will be managed,
supporting policies, and the overall service delivery. This federated plan will build from current
EOSS plans that outline the processes, roles, and responsibilities, associated technologies, and
SLA/Service Level Objectives (SLOs) tied to each of the ITIL Lifecycles including the
following sub-sections:

1. Continual Service Improvement
2. Service Strategy

A. Service Portfolio Management
B. Technology Planning/Strategy Management
C. Financial Management

3. Service Design

Project Design and Coordination
Service Catalog Management
Service Level Management
Supplier Management
Availability Management
Capacity Management.
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G. IT Service Continuity
H. Information Security Management
4. Service Transition

A. Project Transition Management
Service Asset and Transition
Change Management

Release & Deployment Management
Knowledge Management
. Service Validation and Testing

5. Service Operations

A. Event Management

B. Incident Management
C. Request Management
D. Problem Management
E. Access Management

nmo 0w

C.54.1 SUBTASK 1 - CONTINUAL SERVICE IMPROVEMENT (CSI)

The contractor shall continually monitor and evaluate EOSS services, processes, and
technologies to determine effectiveness and efficiency and whether they address ARNG business
objectives. CSI interacts with all areas of IT service delivery and all stages of the ITSM
framework, Service Strategy, Service Design, Service Transition, and Service Operations. CSI
includes ensuring continuous quality improvements and identifying a means of improving
delivery of services. Implementation of CSI practices, which objectively measure the
contractor’s and EOSS program’s ability to deliver EOSS services and develop a means of
applying proactive capacity and availability management techniques are key in EOSS service
delivery.

The contractor shall:

a. Implement and manage the ITIL seven-step improvement process for CSI.

b. Develop and maintain a CSI Register (Section F, Deliverable 17) to capture and track
Service Improvements and measure proposed benefits with realized ones as well as
process improvement initiatives, timelines, capabilities, and costs reflective of the
Government business priorities and mission needs.

c. Conduct service and process assessment review and/or meetings.

d. Design and periodically update a Baseline Service and Process Assessment Report to
measure effectiveness and efficiency (Section F, Deliverable 16).

e. Coordinate the design and improvement of measurements, metrics, benchmarking, KPIs,
and reporting methods with Service Level Management and Service and Process Owners.

f. Coordinate with Service Operations activities to ensure current tools and other
measurement methods are available in production and have the capacity for proposed
service and process measurements and they provide the correct measurements.

g. Suggest new tools and measurement methods and coordinate on their deployment.

h. Develop Service Improvement Plans in coordination with Service Design to introduce Sl
changes into the production environment and determine the appropriate resourcing.

i. Coordinate CSI training with Knowledge Management.

J- Report CSI activities in the MPSR.
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C.54.2 SUBTASK 22 - SERVICE STRATEGY

Service Strategy focuses on aligning IT services with the needs of business. It describes the
processes, procedures, tasks, and checklists used by an organization for establishing integration
with the organization's strategy, delivering value, and maintaining a minimum level of
performance. It allows the organization to establish a baseline from which it can plan,
implement, measure, and improve services, processes, and technologies. The contractor shall
perform the following subtasks in support of Service Strategy.

C54.21 SUBTASK 2.1 SERVICE PORTOFOLIO MANGEMENT

The contractor shall manage and enhance ARNG-IMQ’s Service Portfolio including introducing
new services (Service Pipeline), ensuring current services (Service Catalog) meeting current
requirements, and retiring services no longer required. These services and support shall conform
to the most current Army Command, Control, Communication, Computers Information
Management (C41M) services list. The current Enterprise IT Services and Support Portfolio is
included in Section J, Attachment X.

C54.22 SUBTASK 2.2 - TECHNOLOGY PLANNING

ARNG is actively engaged in developing long-range plans for delivery of IT services to its
current and future customer base with JIE Architecture and future End-State designs (see Section
J, Attachment Y for the Draft ARNG JIE Implementation plan). This planning includes
identifying new technologies and technology trends that may positively impact its capability to
deliver quality services. The contractor shall forecast service demand and assess opportunities in
unmet or underprovided customer needs. The contractor shall examine services and processes to
assess and review current EOSS needs and utilizations in light of new and emerging
technologies.

The contractor shall:

a. Provide the following types of technology planning support:
1. Continually evaluate the IT marketplace, its trends, and growth.

2. Maintain list of business requirements and the corresponding Service Pipeline.
3. Provide input to the ARNG’s Strategic Plan.
4

Develop and enhance demand management processes, ensuring current and proposed
services are right-sized to demand or resources.

5. Use broad current technical and business process knowledge, the contractor shall
establish future customer technology and process goals and define current
infrastructure and services baseline.

b. Develop Technology Trending Reports (Section F, Deliverable 18) that analyze the
industry trends and present the potential impact of these trends on the current and planned
ARNG?’s activities.

c. Evaluate the impact of technology trends on the Integrated Master Schedule.

d. Develop and periodically update the technology refresh portion of the Service Strategy
section of the IT Service Management Plan that takes into account current ARNG
technology plans and adjust them based on the EOSS expansion plans and developments
in the IT industry. The contractor shall provide long-term and short-term technology
refresh and modernization strategy updates to the TRP. The contractor shall propose
alternative technology refresh strategies to implement proposed initiatives in Service
Design.
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C.5.4.23 SUBTASK 2.3 - FINANCIAL MANAGEMENT/ACTIVITY-BASED COSTING

The contractor shall document baseline TCO and incremental costs for delivering all services
provided by EOSS and to reduce TCO utilizing the ITIL mechanism of CSI.

The contractor shall:

a. Develop a means of tracking and presenting individual service costs (TCO and
incremental). ARNG requires the contractor to track costs on per activity basis, such as
cost per service contact, per project, per service, and end customer (e.g., email, AD).

b. Align the services costs to the most current Army C41IM services list.

Develop financial and operational expansion estimates including Return on Investment
(ROI) and cost avoidance for supporting additional customer requirements and a rough
order of magnitude. An example of such an expansion is ability to offer Service Desk

service to a state or external organization.

Keep track and report on incremental costs associated with supporting expansion.

Provide Business Case Analyses to support the initiation or suspension of service
delivery. These analyses will support ARNG-IMO decisions to implement or alter the
portfolio of services provided.

f. Provide financial estimates and reports of costs and cost avoidance for
initiatives/projects/service design packages/changes under consideration.

C.5.4.3 SUBTASK 3 - SERVICE DESIGN

C.543.1 SUBTASK 3.1 - PROCESS MANAGEMENT

The role of the Service Design functions is to design new or updates to existing services,
processes, and technologies into the ARNG IT enterprise environment in a manner that meets
availability, capacity, and performance requirements. The contractor shall be responsible for all
processes in Service Design.

C543.11 SUBTASK 3.1.1 - SERVICE LEVEL MANAGEMENT

The contractor shall:

a. Design new or update existing services with specific service levels and critical success
factors (CSFs) defined at project conception and agreed to by IMO and project
stakeholders.

b. Develop and maintain Operational Level Agreements (OLAS) (Section F, Deliverable
19) identifying roles, responsibilities, and resources required.

c. Draft new or update existing SLAs for all services.

d. Draft new or update measurements, metrics, and KPIs with an emphasis on availability,
reliability, and performance for services in coordination with Service owners and CSI.

e. Report and monitor SLAs, SLOs, metrics, and KPIs in the MPSR.

f. In conjunction with CSI, proactively audit service and process owners for compliance
with SLAs and SLOs.

g. Coordinate SLM with CSI activities.
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C543.12 SUBTASK 3.1.2- SERVICE CATALOG MANAGEMENT

The EOSS Service Catalog Framework (see Section J, Attachment DD) provides description
and performance information about services provided by the ARNG-IMO. Each entry in the
service catalog provides details about scope of the service, its availability and pricing, relation to
other services, as well as relationship with other services. Typically a catalog will have two
views - a customer-facing view from which business users can browse and select services, and a
technical view that documents exactly what is required to deliver each service in the catalog.
Services in the catalog will align with the current version of the Army C41M services list. The
ARNG is currently developing processes which will allow users to request certain services
without a need to contact the Service Desk.

The contractor shall maintain and update the Service Catalog with all relevant data to include
capabilities for Service Request and Tier O capabilities.

C.543.13 SUBTASK 3.1.3 - CAPACITY MANAGEMENT

The contractor shall:

a. Ensure all services (new and existing) meet capacity requirements outlined with the
corresponding SLA and underpinning resources that can support the service.

b. Coordinate demand management and its effects on resource capacity.

c. Monitor component performance and provide analysis of proposed changes to current
infrastructure/resources.

C54314 SUBTASK3.14- AVAILABILITY MANAGEMENT

The contractor shall:

a. Ensure availability for Mission Assurance Category (MAC) I services of GuardNet as
well as other managed services while accounting for service continuity.

b. Design service to meet availability requirements as defined in corresponding SLA.

c. Report service and underpinning resources availability at a minimum at the MPSR.

C54315 SUBTASK 3.1.5-1T SERVICE CONTINUITY MANAGEMENT AND
CONTINUITY OF OPERATIONS (COOP)

ARNG hosts its managed services at one or more sites, i.e. RCC-NG, Camp Robinson,
California JFHQ, including a primary instance and various alternative sites (physical or virtual).
The Alternate Site(s) shall have host copies of all tools and management systems used at the
RCC-NG or other primary service delivery site. Managed remotely, these systems shall maintain
the same configuration as the primary. The contractor shall maintain recovery times IAW SLAs,
SLOs, other service availability standards (see Section J, Attachment Z for SLAs) and the
COOP/Disaster Recovery (DR) Plan consistent for a MAC | system.

The contractor shall:

a. Design, maintain, update, and enhance the EOSS DR/COOP capability to maintain the
same level of operational support and ensure that the alternative capability be ready
within one hour of the service’s failure or designated downtime.

b. Ensure that the alternate systems are:

1. Maintained with the same software release levels and patches as the primary systems.
2. Configured with the same configuration information as the primary systems.
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3. Capable of operating on their own in case of partial or full failure of the primary
systems.

c. Support the COOP exercises with the following elements:

1. Maintain operational support by using tools and systems available from the alternate
RCC-NG or other alternative sites and contractor’s facilities and/or resources.

2. Provide support activities using the alternate facilities for the duration of the
outage/exercise.

3. Transition operations back to the RCC-NG facility.

4. Update primary operational and support tools and systems (at the primary RCC-NG)
with data collected and updated during the outage.

5. [Initiate operations from the primary RCC-NG.

6. Re-synch primary and alternate systems.

7. Stand down the alternate operations.

d. Maintain and operate alternative sites’ tools service the same as the primary site as a
result of new or changed services, support directives, or security mandates.

e. Develop, maintain, test, and implement back-up and restore SOPs and maintain off-site
backups.

f. Develop, test, and maintain a Disaster Recovery Plan (Section F, Deliverable 20) IAW
RCC-NG COOP.

g. The contractor shall develop, maintain, test, and execute a COOP during emergency or
training situations.

h. Provide an After Action Report (AAR) (Section F, Deliverable 21) in the event of an
outage, disaster, or exercise

i. Ensure that service owners have planned and documented the necessary alternative site
resource requirements and that these are periodically reviewed and tested.

C.543.16 SUBTASK 3.1.6 - SUPPLIER MANAGEMENT

In providing enterprise-wide IT services, the ARNG G6 organization acts as the de facto
integrator for delivery of enterprise IT services to the ARNG. ARNG employs services of
multiple contractors and Government agencies that provide the different services needed to
support the infrastructure as well as to manage and implement the network. The ARNG G6
establishes contractual SLAs for each underpinning supplier contracts to ensure performance
targets are met. Figure 2 is a high level illustration of how these relationships support Enterprise
operations.
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Figure 2 GuardNet and EOSS Supplier Relationships

The EOSS contractor is expected to work cooperatively with other contractors and vendors in
executing the requirements of the EOSS TO. See Section J, Attachment BB for a list of these
contractors.

The contractor shall establish working agreements that enable it to meet the ARNG-dictated
performance agreements under the EOSS TO in accordance the Program Management Plan.
Examples of such coordination may include:

a. Establish memoranda of understanding (MOUSs) with other suppliers as needed to
perform required functions.

b. Establish incident and problem resolution escalation paths between the EOSS Service
Desk and other organizations within the ARNG.

c. Troubleshoot guides that enable the EOSS Service Desk to limit the number of escalated
issues.

d. Provide Service Desk scripts that support a common approach to issues classification,
description, routing, and resolution.

The contractor shall manage GFE warranty and maintenance agreements which are further
defined in Section C.5.5.5.1. Government service providers/regulatory authorities/peers/partners
include DISA, Army’s 2" Regional Cyber Center (2RCC), Network Command (NETCOM),
U.S. Army Cyber Command (ARCYBER), Federal Bureau of Investigations (FBI), and
Department of Homeland Security (DHS).

C.54.3.1.7 SUBTASK 3.1.7 CYBER/INFORMATION SECURITY

The contractor will be responsible for ensuring the following aspects of Cyber Security: physical,
personnel, facility, information systems, and through policies and controls IAW AR25-2, DHS
Interagency Security Committee Standards (DHS 1SC), and DoD 5220.22M, 8500.2, 8570.01-M.
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The contractor shall manage information security risks and report findings to the Government.
Cyber Security tasks are further defined in Sections C.5.5.3.13.1-5.

C.5.4.3.2 SUBTASK 3.2 - PROJECT DESIGN AND COORDINATION

The contractor shall:

a. Support individual IT initiatives and projects that may address all aspects of ARNG
Enterprise and business operations for the purpose of improving and expanding the
ARNG Enterprise service offerings. These projects will be performed as part of ongoing
Operations and Maintenance (O&M) requirements or as Government-Directed Initiatives
(GDI) as described below. These projects will be managed as separately defined and
self-contained work efforts that have an approved schedule, specific requirements, and
defined critical success factors.

b. Improve upon and manage the process by which all project initiatives are collected,
managed, reviewed, and approved before resources are allocated for them. These
initiatives may be externally or internally generated requirements.

c. Implement and continually improve Agile project management methodology and
incorporate Agile methodology into the existing EOSS ITIL service management
framework.

d. Coordinate and convene initiative review panels comprised of the various stakeholders
including a government representative. This initiative review panel will either approve or
disapprove initiatives. Once approved, these initiatives become projects/design
packages/changes under this EOSS TO.

e. All initiatives/projects/design packages shall conform to appropriate viewpoints IAW the
latest DoD Architecture Framework (DoDAF) guidelines and the contractor will update
any on-going projects if needed.

If an initiative requires extensive resources (typically more than 40 hours of work) it requires a
Project Implementation Plan as part of the Design Package. A Service Design package should be
developed for each new IT service. The costs of preparing the design packages shall be included
in the EOSS operations and maintenance activities.

C.54321 SUBTASK 3.2.1 - CHANGE/INITIATIVE/PROJECT/SERVICE DESIGN
PACKAGES

The contractor shall:

a. Develop Service Design Packages (Section F, Deliverable 22) that contain the following
at a minimum:

Systems Documentation

Test Plan

Test Procedures

Draft Test Summary

System Architecture diagrams/schemas IAW DoDAF
Bill of Materials

Draft Training Documentation

Service Catalog Description

ONoGa~WNE
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9. Business Case Analysis/Analysis of Alternatives including five-year operations and
maintenance estimate

10. IMS Effect

11. Project Implementation Plan

12. Proposed Policies and Procedures

13. System Integration Plan

14. Other artifacts dependent upon process improvements/refinements implemented by
the contractor

15. Effects on configuration items (CIs)

b. Provide weekly project updates in the TSR.

c. Document and track directives and mandates that impact GuardNet services. Frequently
these mandates (primarily Army and ARCYBER Chief Technology Office (CTOs))
relate to ARNG initiatives that may trigger changes to services. The contractor shall
manage the development and execution as aligned with EOSS initiatives, and tracking of
internal CTOs to EOSS customers that outline timelines, impacts, customer
dependencies, and objectives in coordination with Service Operations. These
changes/initiatives shall follow the same process.

C544 SUBTASK 4 -SERVICE TRANSITION

ITIL-based Service Transition supports the planning and execution of delivery activities to
transition services from the design stage to the operational environment.

C.5.4.41 SUBTASK 4.1 - PROCESS MANAGEMENT
The contractor shall be responsible for all processes in Service Transition.

C5441.1 SUBTASK 4.1.1 - ASSET AND CONFIGURATION MANAGEMENT
The contractor shall:

a. Implement and maintain processes for the management of assets/configuration items.
b. Manage all GFE from procurement to disposal. GFE is further detailed in the Task 5
Managed Service of the TOR.

c. Manage, maintain, update, and enhance the Configuration Management System (CMS)
using ARNG’s BMC ITSM 7.6 or higher for all Configuration Items (CIs) and their
relationships to other Cls and artifacts. Process artifacts, such as incident, problem, and
change records.

d. Develop and perform Configuration Audits (Section F, Deliverable 23) in coordination
with operations to verify the information in the CMS is the same as in production.

C54412 SUBTASK4.1.2 - KNOWLEDGE MANAGEMENT

The contractor shall:

a. Update and maintain BMC ITSM Knowledge Module and Documentation Library.
b. Maintain SOPs and job aids ensuring they are current and easily accessed and updated.
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c. Assist service and process owners with development of training for new or changed
services/processes.

d. Track usage of knowledge and develop processes to improve knowledge transfer and
training.

C.5.4.4.2 SUBTASK 4.2 -TRANSITION MANAGEMENT OF PROJECTS/CHANGES

The contractor shall be responsible for the transition of Service Design
Packages/projects/changes into a Request for Change (RFC) that is submitted to the Change
Advisory Board (CAB) for approval before proposed changes to the production environment are
enacted and will become a Release Package. These SDPs/projects/changes shall be constantly
updated on the Integrated Master Schedule in coordination with Service Design.

The contractor shall develop RFCs that will contain, at a minimum, the following:

Systems Documentation
Test Plan
Test Procedures
Draft Test Summary
System Architecture Diagrams/Schemas IAW DoDAF
Bill of Materials
Draft Training Documentation
Service Catalog Description
Release Policy Plan and Documentation
Integrated Master Schedule Effect
Project Implementation Plan
Proposed Policies and Procedures
. System Integration Plan
Cl affects
Impact and risk assessments
Success Criteria
Relationship to other services & processes
Change procedures
Rollback procedures
Draft Network Maintenance Alert

Other artifacts dependent upon process improvements/refinements implemented by the
contractor

ST Y SOTOS3IT AT TSQMO o0 T
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C54421 SUBTASK4.2.1 - CHANGE MANAGEMENT

The contractor shall:

a. Manage all changes to GuardNet services, GKO, enterprise SharePoint public sites, other
enterprise applications and infrastructure, ensuring the lowest level of risk.

b. Prioritize and review all RFCs.
Evaluate all changes

d. Schedule and coordinate Government-run review boards such as CAB and Post-
Implementation Review to authorize all changes.

Ensure all changes are recorded in the CMS.
. Support service validation and testing and release and deployment as necessary.
g. Provide reports on change activity in the MPSR.

C54.4.22 SUBTASK4.2.2 - SERVICE VALIDATION AND TESTING

The Enterprise Lab, co-located with the RCC-NG and SPPN, supports development and testing
activities and is maintained separately from the production systems. The lab provides a safe
environment to perform tests and analyses on new tools, equipment, and software to discover
design flaws, inefficiencies, performance issues, or incompatibilities prior to fielding them live
on the network. There will be a single Enterprise test lab in the SPPN. The contractor shall test
all changes before release in the live environment.

The contractor shall:

a. Establish and maintain an enterprise development, integration, test, and validation
environment that emulates the production environment. Due to its prohibitive costs, the
lab does not contain copies of all the operational systems, but is configured to test
updates and changes to a majority of them.

b. Provide separate ‘development’ and ‘test’ resources with management controls to ensure
adequate integrity of the development and testing processes.

c. Use this Enterprise Lab to test enhancements/new configurations of the current
operational systems and/or test replacement equipment and systems.

d. Place emphasis on pre-deployment testing of new tools, updates, and patches, including
rollback procedures and simulation.

e. Provide test results to change management.

In addition to the Enterprise Lab, the IPN also operates and maintains two mature development
and test environments that the contractor supports.

The contractor shall:

a. Provide PaaS services for Information system owners to develop capabilities, functions,
and security releases prior to validation testing

b. Perform validation testing prior to productions releases

Support external security team which scan releases for vulnerabilities

d. Support IMA Division’s Change and Configuration management charter.

o
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C.5.4.4.23 SUBTASK 4.2.3 - RELEASE AND DEPLOYMENT MANAGEMENT

The contractor shall be responsible for all release and deployment processes and release planning
of changes to the live environment. The contractor shall transition SDPs/changes/projects to
Service/Release Packages (SRPs) for new, changed or retired services upon approval from the
CAB. The SRP shall include:

Release technical description.

Release site(s) location(s).

Release Plan of Action and Milestones (POA&M).

Site and location of facility requirements (e.g., power, Heating, Ventilation, and Air
Conditioning (HVAC)).

Site physical security requirements.

Site environment and safety considerations.

Release build and test operational and verification plan.

Plan for user and organization communications (as required).

Plan to update all affected documentation including site drawing packages; integrated
architecture, engineering, and operations supporting documentation; asset data; and Cls
in the CMS.

j. ldentified risks and mitigation strategies.

o0 ow
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The contractor shall provide early life support for deployed changes. The contractor shall
conduct post-implementation reviews and coordinate the closure of the ticket with change
management.

C.545 SUBTASKS - SERVICE OPERATIONS

The contractor shall operate, manage, and secure equipment and systems used by the EOSS
program to deliver services identified in the Service Catalog and to deliver these services to the
ARNG users. The contractor shall be responsible for all processes in Service Operations.

C.5451 SUBTASKS.1-EVENT MANAGEMENT

The contractor shall respond to service operational events, e.g. system-related outages and
security situations.

The contractor shall:

a. Provide event management.
b. Provide real-time situational awareness of events and report those to the Government.
c. Respond to events.
d. Report any events in the MPSR to include:
1. Total number of events for the reporting period.
2. Summary and analysis of the event triggers that resulted in incidents for the current
reporting period.
3. Problems nominated as a result of events.

C.5.45.2 SUBTASK 5.2 - INCIDENT MANAGEMENT
The contractor shall:

a. Provide incident management.
b. Log, categorize, prioritize, allocate, track, and escalate incidents.
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Provide the status and summary of incidents in the MPSR.
Respond to incidents and notify the Government as necessary such as in the case of

escalation.

—SQ o

Use BMC ITSM as the incident repository.

Incident analysis is further detailed in C.5.5.4.3.

Ensure that the notification about unscheduled maintenance is posted IAW SLAs.
Communicate scheduled maintenance notification IAW SLAs.

Communicate information about known issues/outages and their anticipated resolution

times as described in the SLAs.

C.5453 SUBTASK 5.3 - PROBLEM MANAGEMENT
The contractor shall:

a. Implement, maintain, and enhance Problem Management processes and activities.
b. Identify, monitor, diagnose, mitigate, and report problems.

1.
2.

3.

o1

6.
7.

8.

Perform pro-active problem management on event and incident data.

Perform reactive problem management on availability, capacity and demand, event,
incident, and Government-provided data.

Establish and track problem records in the Problem Management tracking tool to
relate incident or event data and document problem artifacts.

Identify underlying root cause of assigned problems.

Develop workarounds and create known error records in a Known Error Database, if
applicable. Include the following information within the error records:

Clear, concise problem statement.

Determination for root cause investigation.

Process (incident, event, or Government) from which the problem originated.
Significance of the problem and related effects.

Extent of the problem.

Timeframe of the problem, where possible.

Detailed explanation of problem solutions.

Flnd or create a problem solution.

Determine resolution and assist in planning and generating RFC(s), as required, to
resolve problem.

Recommend to the Government convening joint service provider resolution sessions
to resolve problems.

NoRUNUNCNQN-tD 2

c. Implement approved problem solutions.
d. Problem and root cause analysis is further detailed in Section C.5.5.4.3.

C.5.4.5.4 SUBTASK 54 REQUEST MANAGEMENT

The contractor shall:

a. Manage the life cycle of all service requests from users.
b. Improve service request processes.
c. Provide innovative solutions to manage user service requests.

C.5.455 SUBTASK 5.5 - ACCESS MANAGEMENT
The contractor shall:

a. Implement, maintain, and enhance Access Management processes and activities.
b. Validate access requests for services.
c. Maintain systems or interfaces that provide validation/verification of user credentials.
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d. Monitor, log, track, and manage access activities and notify the Government of violations
and remove or restrict access.

C.55 TASKS5- MANAGED SERVICES
C.55.1 SUBTASK 1 ENGINEERING AND PROJECT SUPPORT

The contractor shall establish a GuardNet Engineering group that supports the Service Delivery
process by providing enhanced technical knowledge and analysis to the operation and
maintenance activities. In addition, the GuardNet Engineering team members provide
configuration management as well as planning required to meet availability and capacity
requirements of the current EOSS services now and in the future.

The contractor shall:
a. Provide O&M engineering support for, but not limited to, the following:
1. Network Architecture Planning and Management, Integration and Implementation,
and Network Performance Analysis.

2. Security Architecture Planning, Integration and Implementation, and Performance
Analysis.

Information Assurance.

Department of Defense Risk Management Framework (RMF).
Enterprise Application Design and Impact Analysis.
Enterprise Management Tool Analysis and Development.
Technical Project Management.

Video and Audio Teleconferencing.

. Telephony.

10. Net worthiness.

11. Computer network defense.

12. Service Desk.

13. Hand-held Devices.

b. Provide engineering support for all changes to the ARNG IT Enterprise infrastructure and
its service offerings. This support includes technical activities as well as establishing
priorities, adjusting schedules, projecting staffing, estimating rough costs, and developing
high-level Concept of Operations (CONOPS) documentation. Projects may encompass
all facets of the enterprise operations (e.g., voice, video, data, system, and network
design/redesign).

c. Provide Tier Il and 111 support to the Service Desk in problem and incident resolution.
Develop TCO projections.

Develop project initiatives/service design packages/changes/projects requested by the
ARNG.

© oo N Ok w

C.552 SUBTASK 2 - DATANETWORKS SYSTEM ENGINEERING

Data network engineering includes processes associated with designing and implementing
changes to the GuardNet network.
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The contractor shall:

a. Provide telecommunications engineering support to the ARNG to maintain the support of
the enterprise network and processing nodes and infrastructures.

b. Provide engineering services to monitor, design, and evaluate these networks and
processing nodes and infrastructures to include examining sizing, perform network
modeling, mapping, and provide projected costing.

c. Ensure that capacity management such as bandwidth and throughput requirements are
considered during any design/redesign effort.

C.5.5.21 SUBTASK 2.1 - IP MANAGEMENT
The contractor shall:

a. Maintain and manage Internet Protocol (IP) address range configurations IAW
availability and capacity service level agreements for GuardNet including
recommendations for improvement.

b. Ensure the bandwidth and telecom service requests are accomplished for the RCC-NG
Local Area Network (LAN) and GuardNet WAN routing design (see Section J,
Attachment U) based on the SLAs contained in Section J, Attachment Z.

c. Maximize IP ranges for desired performance of all GuardNet services.

d. Balances GuardNet and SIPRNet traffic across the logical boundary.

C.55.22 SUBTASK 2.2 - BANDWIDTH MANAGEMENT

The contractor shall:

a. Monitor, gather, and aggregate utilization data.

b. Analyze usage with availability and capacity SLAs as well as future capacity
requirements.

c. Identify problems and provide recommendations and solutions for corrective action.

d. Implement approved corrective actions.

e. Report bandwidth management activities in the MPSR.

C.5.5.2.3 SUBTASK 2.3—-NETWORK TELECOM SERVICE REQUESTS
The contractor shall:

Initiate telecom service requests (TSRs) (connect, disconnect, and modify).

Track progress and status of orders in a central database.

Manage circuit and service inventory including address and configuration information.

Collaborate and coordinate with the MPLS vendor.

Manage telecom invoices (GuardNet, DISA, DLP, and Networx service) on behalf of the

ARNG, verifying service IAW the applicable contract, and managing credits for outages:

1. Review invoices for accuracy based on contract-specific rates and circuit
identifications (1Ds).

2. Correlate circuit outage information with the credits appearing in the invoices IAW

the underpinning contracts.

Coordinate payment and credit issue resolution with the service providers.

Forecast circuit budgetary requirements.

Track payment status.

Maintain historical payment data information.

f. Report discrepancies between expected expense and invoiced expense as well as

recommendations for correcting inaccuracies and credits to the Government.

®o0 oW
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C.5.5.3 SUBTASK 3-ENTERPRISE IT SERVICES & SUPPORT

The contractor shall provide Service Operations support for the tasks and activities that are
needed to successfully maintain ARNG’s enterprise computing infrastructure and provide end-
user support.

ARNG has established SOPs for the operations and maintenance of the EOSS program.

The contractor shall:

a. Establish and maintain formalized Standard Operating Procedures (SOPs) and
operational plans for each functional labor category.

b. Deliver these (new or updated) SOPs for review and approval by the Government as
outlined in the PMP.

c. Ensure the availability and accessibility of SOPs.

d. Monitor usage through knowledge management processes.

C.5.5.3.1 SUBTASK 3.1 - BMC®ITSM SYSTEM SUPPORT

The ARNG uses the ITSM system and its various modules to manage and report on the incident,
problem and request resolution processes and to manage approval process for various projects.
The criticality of this tool set requires dedicated maintenance efforts. The contractor shall be
responsible for maintenance of all Remedy and Kinetic modules, as well as integration of these
with external systems.

The contractor shall:

a. Maintain and update the ITSM system into the operational environment and provide
ongoing operational support of the ARNG*s ITSM v.7.6, or higher system modules.
b. Provide the following support:

1. Introduce changes and enhancements into the ITSM operational environment.

2. Develop Service Desk SOPs based on the new functionality.

3. Maintain operational readiness of the BMC ITSM system modules, third-party
modules, and the associated Structured Query Language (SQL) databases (primary
and backup) IAW SLA:s.

4. Manage appropriate numbers and types of user licenses.

5. Implement workflow changes as required by changing environment.

6. Update data selection.

7. Build automated reports.

8. Maintain user accounts.

9. Perform standard administrative system configuration (such as add location, groups,
etc.).

10. Maintain the SQL databases supporting the ITSM implementation.

11. On-board customers using standard ITSM module configurations.

C.5.5.3.2 SUBTASK 3.2 - ENTERPRISE SERVICE DESK (ESD)

The Enterprise Service Desk (ESD), provided by the contractor, is the end-user Point of Contact
(POC) for all service support and is a critical element of the customer’s perception of how well
the ARNG G6 performs its mission. The ESD handles incidents and requests and provides an
interface for activities such as changes, problems, configuration, releases, service levels, and IT
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Service Continuity Management. All incidents are managed using the Government’s incident
handling system.

ESD is organized into support tiers: Tier 0 (self-service) provides service applications, Tier 1
provides immediate end-user interface (e.g., phone, Web mail), Tier 2 provides system
administrative support, and Tier 3 provides engineering-level troubleshooting and configuration
changes through the GuardNet Engineering Team, occasionally with assistance from the
vendors. The EOSS contractor shall perform at all tiers. Tiers 0 and 1 support is described in
the subsections below. The contractor shall provide Tiers Il and Il support for the operations
processes listed here in support of Task 5 Subtasks one through five:

Event Management
Incident Management
Problem Management
Request Management
Access Management

®o0 oW

ESD also provides different support levels based on agreements with the states, territories, and
Washington, D.C.

See current ARNG State Service Levels in Section J, Attachment FF.

The priorities of the EOSS ESD are:

a. To manage the problem management, incident management, and request fulfillment
processes.

b. To manage customer service expectations by identifying and communicating services to
customers.

c. To return the customer to normal operations within SLA requirements and specifications.
d. To continually improve service performance.

To perform consistent workflow support enabling service request escalations across
disparate IT infrastructure contracts.

To provide updates about outages and problem resolution efforts.

g. To collect, consolidate, analyze, and report performance metrics for services provided to
customers.

h. To provide the ARNG G6 with accurate and appropriate data that enables responsible
operational decisions.

The contractor shall Provide Service Operations support on 24x7x365 basis in a manner that
meets or exceeds the applicable SLAs. See Section J, Attachment GG for historical service
statistics and metrics.

C.55.3.21 SUBTASK 3.2.1-TIER 0 SPECIFIC TASKS

The contractor shall:

a. Configure and integrate with the ARNG’s ITSM system Kinetics modules, which provide
self-service functionality, such as finding answers, ordering a service or product,
checking the status of a ticket, subscribing to and viewing notifications regarding services
outages, and creating tickets.

b. Report on utilization and make improvement recommendations.
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C.55.3.22 SUBTASK 3.22-TIER 1 SPECIFIC TASKS

The ESD is the first point of contact for end-users seeking assistance. All requests for service
are routed to ESD via a toll-free telephone access method, email, or the Web.

The contractor shall:

a. Provide Tier 1 support for the following support functions to end-users who use EOSS-
managed or controlled systems and/or equipment:

1.

o1

7.

8.
9.

End-user support:

A. Assist with application usage questions.

B. Coordinate requests for a new system or upgrades to the existing system (software
and hardware).

C. Coordinate requests for new telecommunication services.

D. Coordinate requests for asset and staff moves. (The move is performed by local
staff.)

Resolve domain issues:

A. Password resets.

B. End-user account creation/deletion.

C. Profiles, including access permissions and end-user profiles.

LAN support:

A. Verify connectivity.

B. Assist with proper workstation LAN configuration remotely.

C. Monitor network alerts.

WAN support:

A. Verify connectivity.

B. Monitor network alerts.

Assist with usage of the video and audio equipment remotely.

Not reject a caller based upon a problem not being within their purview. The

contractor shall make every effort to initially solve the problem or refer it to the most

appropriate support organization or Tier-level support.

Use the ARNG-owned ITSM system for handling all incident/request/problem

(trouble) tickets.

Escalate tickets to Tier 11/111 as necessary.

Report Tier 1 metrics.

C.5.5.3.23 SUBTASK 3.2.3- HANDLING USER CONTACT
As stated above, all requests for service from the end users are routed to the ESD for initial

handling.

The contractor shall;

o0 ow

Provide live coverage 24x7x365 at the RCC-NG.

Answer calls in a manner required by applicable SLAs.

Greet the customer with a standard (ARNG-dictated) welcome message.

Verify existing or obtain new end-user information, such as locations, organizations, and

contact information.

=h @D

Identify the nature of the problem and classify it correctly.
Record any additional information obtained from the end user.

g. Assign priority.
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h. Provide the end user with a ticket number.
i. Escalate the tickets, as required, by assignment to the appropriate group or Tier Level.

C.553.24 SUBTASK 3.2.4 - TICKET UPDATES
The contractor shall:

a. Properly manage tickets created by or assigned to the contractor using the following
criteria:

1. Update all tickets as required by the SLAs.

2. Maintain status of all open trouble tickets and escalate as required.

3. Coordinate resolution with other internal and external teams, as appropriate.

4. Update the end users with progress of the incident resolution through the trouble
ticket updates.

Check the assigned tickets queue on regular basis throughout the support hours.

6. Check for requests coming through the website, email, and fax on regular basis and
create trouble tickets based on these requests as required by the appropriate SLAS.

7. Provide advice and guidance to the end users regarding restoration of interrupted
service.

b. Own the problem resolution process from the initial contact with the end users to
resolution of the incident regardless of whether the problem is resolved by Tier 11/111 or it
has to be escalated to other organizations.

c. Ensure that the end users are updated with the progress of the resolution process; the
contractor’s staff shall provide updates to the end users on a regular basis as defined by
the SLAs.

d. Be responsible for verifying resolutions with the end users, by doing regular checks with
ticket submitters of a subset of resolved tickets, to verify end-user concurrence in the
resolution.

o

C.5.5.3.3 SUBTASK 3.3 - INCIDENT ANALYSIS

The incident resolution process involves both immediate assistance to the end users and analysis
of the encountered issues. To increase efficiency of employed systems and to minimize
disruption to the ongoing operations, the Government expects incident analysis to decrease
response times, maintain user satisfaction, quickly restore normal operations, and reduce the
occurrence of incidents in the future.

The contractor shall:

a. Provide initial diagnosis, when possible leveraging Knowledge Management.

b. Constantly monitor event and incident tickets to proactively identify, in real time,
incident trends.

c. Provide recommendations that are not limited to technical solutions only, but shall also
incorporate suggestions for improving internal processes, as appropriate.

d. Open problem tickets for incidents depending on the nature and/or frequency of the
incident/incidents.

e. Present the summary results of incident analysis, along with recommendations for
improvement, on a regular basis as part of the standard MPSR.

C.55.34 SUBTASK 3.4 -PROBLEM ANALYSIS

The identification of root cause of problems as defined in ITIL and the means of resolving them
is not limited to technical solutions only, but can also incorporate suggestions for improving
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internal processes, as appropriate. Continual analysis with summary recommendations for
improvement will allow the Service Desk to proactively anticipate and resolve potential end user
problems.

The contractor shall:

a. Support Problem Management processes/activities.

b. Conduct problem analysis on all problem tickets.

c. Perform root cause analysis using approaches, such as Kepner and Tregoe, using
appropriate analysis techniques to identify the underlying cause of the problem, its
overall impact, and solutions for eliminating this cause in the future.

d. Ensure that every problem ticket is updated with information about the root cause of the
problem.

e. Update the Known Error Database (KEDB) with known errors, work a rounds, and
solutions.

f. Testand vet proposed solution through the change management process before releasing
into production.

g. Support problem analysis of known errors detected during development and ensure those
that are released into production are logged in the KEDB.

C.553.5 SUBTASK 3.5 - GUARDNET HOSTING INFRASTRUCTURE AND TOOLS
SUPPORT

Tools are used to support GuardNet Managed Services as well as IT Service Management by
providing enhanced capabilities to monitor, manage, and protect GuardNet. Examples of the
EOSS tools categories are network management, monitoring, access management, IT service
delivery, incident management, cyber security tools, patch management, and configuration
management. GuardNet hosting infrastructure includes servers, databases, and software to run
and manage GuardNet services such as Active Directory and OCSP as well as tools.

The contractor shall:

a. Ensure all tools and corresponding infrastructure are properly maintained, configured,
and patched IAW SLAs, regulations, STIGs, CTOs, ARs and best business practices in
both physical and virtual environments and that all changes to these environments follow
established IT Service Management processes.

b. Provide patch management support including:

1. Test all security patches provided by the industry and the DoD to ensure they do not
have negative impact on the operational systems, using the lab environment when
applicable.

2. Review waiver requests and present recommended actions to the ARNG.

Maintain a record of one and two above for all patch testing and patched systems.
4. Develop software packages/updates via System Center Configuration Manager
(SCCM) or other distribution method such as a Definitive Media Library to

deploy/deliver or make available patches and updates IAW the System Management
System (SYSMAN) initiative.

5. Provide Tier 11/111 support to ARNG states, territories, and Washington, D.C. to
support their efforts in patch management, ranging from break fix to preparing for
inspections.

w
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Provide performance monitoring and management of Cyber Security measures including
providing security services for protection of the network.

Provide Enterprise Tier Il and 111 support for tools and equipment under contractor
management.

Support Continual Service Improvement, Service Design, and Service Transition
activities as necessary.

Maintain, enhance, and maximize the capacity and deployed capabilities of tools and
infrastructure under management and consult on enhancements and /or modernization of
supporting hardware and software.

Provide Enterprise replication, back-up, and restore for GuardNet services and systems
assuring service availability and IAW service SLAs, and COOP/Disaster Recovery plan.
Periodically test this functionality providing validation of capability and processes.
Leverage remote access services to provide operational capabilities at alternate sites IAW
COOP.

Provide hosting, tool, and infrastructure metrics.

C.55.3.6 SUBTASK 3.6 - GUARDNET/GUARDNET-S OPERATIONS AND
MAINTENANCE

Operations and maintenance activities are required to properly manage and configure the ARNG-
owned GuardNet/GuardNet-S edge devices. As explained earlier, the ARNG WAN provider
provides connectivity between ARNG sites, terminating traffic at their site routers. ARNG is
responsible for accepting this traffic and routing it further within the state-level enclave.

The contractor shall:

a.

b.

Maintain the operational capability of the GuardNet/GuardNet-S WANSs IAW the

applicable SLAs.

Support operations of the GuardNet/GuardNet-S WAN through the following tasks:

1. Monitor all network management systems and respond to all network alerts in a
manner required by the applicable SLAs.

2. lsolate and resolve network faults.

3. Maintain, upgrade, and troubleshoot all GuardNet network elements:

A. Routers.

B. Hubs.

C. Switches.

D. Firewalls.

E. Domain Controllers to include NG, National Guard Application System
(NGAPPS), and DLP domain.

F. Top Level Architecture (TLA) stacks.

G. Security devices.

H. Classroom routers and switches.

l.

Enterprise audio and video conferencing equipment, to include MCUs and
bridges.

Configure and update router modules.

Maintain access to the NIPRNet.

Maintain data transport from the GuardNet to other DoD networks via SIPRNet as
appropriate. Currently, there is a single SIPRNet connection at the EOSS TO’s RCC-
NG facility; however, the RCC-NG will manage the GuardNet-S WAN once it is
fully implemented.

o oA
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7. Maintain trust relations and interconnectivity with the states, other DoD agencies, and

others as required.

8. Coordinate with the network telecommunications service providers in resolving

service problems.

9. Monitor and manage network telecom service providers SLAs and work with the
providers to resolve issues.

10. Coordinate with the National Capital Region (NCR) staff (Director of Information
Management (DOIM), J6, G6) in resolving data communication problems.

11. Monitor circuit utilization and (upon approval) manage bandwidth upgrades/reduction
as required.

12. Develop and maintain site-specific equipment inventory and configuration. The site-
specific information shall include Enterprise-level elements as well as:

A. As-built diagrams and schematics.
B. Rack space layouts.
C. Equipment interconnectivity.

13. Develop and operate comprehensive network monitoring and management systems.

14. Troubleshoot connectivity and configuration issues.

15. Conduct direct support of video and audio conference rooms (at the contractor-
provided facility), including remote assistance with operation and maintenance of the
Audio/Video (AV) equipment.

16. Support asset management and configuration management activities.

17. Support Service Design and Service Transition activities/processes as necessary.

18. Provide Tier 11/111 assistance to the states as requested by the ARNG.

C.5.5.3.7 SUBTASK 3.7 - SERVICE SATISFACTION SURVEYS

The ARNG measures end-user and customer satisfaction with contractor’s performance via two
surveys.

a.

Immediate End-User Satisfaction Survey. This survey is automatically initiated upon
closure of the incident/problem/requests ticket.

Project Leader Survey. The ARNG may send out this survey to the Government staff
members who have direct working relationship with the contractor.

Provide a survey summary at MPSR.

The contractor shall be responsible for initiating the automated surveys as well as for compiling
results and presenting summaries to the Government.

C.5.5.3.8 SUBTASK 3.8 - VIDEO OPERATIONS CENTER (VOC) SUPPORT

The ARNG uses audio/video services extensively to provide communications with the Guard
troops stationed throughout the world.

The contractor shall:

a.

® 00T

Maintain enterprise Video Bridging and MCU equipment for audio/video services hosted
at two Enterprise locations.

Coordinate national and regional audio/video conferences.

Support daily audio/video operations.

Manage capacity.

Troubleshoot connectivity and configuration issues.
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f. Conduct direct support of audio/video conference rooms (at the RCC-NG) including
remote assistance with operation and maintenance of the AV equipment.

g. Maintain site-specific equipment inventory and configuration.

h. Provide a summary of VOC activities in the MPSR.

C.55.3.9 SUBTASK 3.9-REMOTE CLASSROOM SUPPORT

ARNG uses its video classrooms to provide efficient and effective means of educating its staff.
Currently, there are approximately 400 classrooms located at ARNG facilities throughout the
United States. Each classroom can accommodate between 5 and 15 student and includes
workstations, a central server, and standardized video equipment, including:

Tandberg codec.

Creston controller.

Classroom hub(s) and router(s).

Video projectors and audio equipment.
Other video-specific equipment.

®o0 oW

The classrooms use the GuardNet WAN to access centralized resources. The connectivity is
provided via the local/base LAN/MAN, or via dedicated circuits that extend from the GuardNet
WAN termination locations (JFHQs).

The contractor shall remotely:

a. Assist with maintenance of the classroom servers and workstations (service and security
patches, software distribution, etc.).

Troubleshoot audio and video equipment and connectivity.

Assist with establishing and troubleshooting video and audio connections.

Monitor, manage, and maintain classroom router and switch equipment.

Monitor, manage, and maintain DLP network Domain Controllers.

Provide support to the states and territories with monitoring and managing classroom
dedicated T1 circuits.

o o0oC

C.5.5.3.10 SUBTASK 3.10 - ACTIVE DIRECTORY (AD)

AD is used to authenticate and authorize all users and computers in a Windows domain type
network by assigning and enforcing security policies for all computers and installing or updating
software.

The contractor shall:

a. Plan, deploy, and operate the ARNG AD domain structure.
b. Support the following requirements:
1. Manage all objects within the AD structure.
2. Maintain ARNG AD forest root and Administrative Domains along with state-level
AD structures, as required.
3. Manage access control to the Enterprise Administrators group.
4. Maintain and update:
A. Domain plan and design documentation.
B. Organization Unit (OU) plan.
C. Enterprise Group Policy.
D. Trust relations with external AD structures.
5. Assist states and territories in AD deployment and management activities.
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Manage site replication.
Manage security patches and antivirus signatures on ARNG domain controllers.
Perform troubleshooting of the DNS.

c. Maintain and update:

NN E

Domain plan and design documentation.

Organization Unit (OU) plan.

Enterprise Group Policy.

Trust relations with external AD structures.

Assist states and territories in AD deployment and management activities.
Manage site replication.

Manage security patches and antivirus signatures on ARNG domain controllers.
Perform troubleshooting of the DNS.

d. Assume operational responsibility for additional AD structures as necessary.
e. Report AD activities in the MPSR.

C.5.5.3.11 SUBTASK 3.11 - LOCAL AREA NETWORK (LAN) EQUIPMENT AND

SERVICE SUPPORT

The contractor shall:

a. Be responsible for operating, configuring, and managing ARNG’s RCC-NG LAN
equipment and services (both Contractor-Furnished Equipment (CFE) and GFE).
b. Support the following management systems and services:

1.
2
3
4.
5

6.

11.

12.

13.

Local and privileged-level user account creation and maintenance.

. Workstation hardware and software support.
. Shared drive and file server support.

Print server, printer, and scanner support.

Provide staff information to validate CAC and account permissions support as
requested.

Upgrade and modernize (refresh) equipment and software to meet the needs of the
RCC-NG and ensure compatibility with DoD standards. All equipment shall be
Energy Star Compliant IAW Far Clause 52.223-15 as contained in Section | of the
TOR.

Maintain current anti-virus definition files on all equipment.

Deploy emergency patches and other upgrades to equipment provided by the
Government.

Maintain connectivity to the GuardNet network.

. Ensure any contractor LAN segment connected to GuardNet is isolated from all other

non-RCC-NG segments or networks located in the contractor facility.

Ensure that all equipment is connected to only the Guard network and no other
network.

The contractor shall monitor vulnerabilities and apply security patches IAW NSA,
DISA, and NETCOM.

DoD Enterprise Email (DoD EE) configuration, support, and escalation.

C.5.5.3.12 SUBTASK 3.12 - ENTERPRISE VIRTUAL PRIVATE NETWORK (EVPN)

The contractor shall support and maintain the Enterprise Virtual Private Network (EVPN) and
associated groups/accounts for ARNG. ARNG currently uses a Juniper SSL VPN gateway
supporting client access via Juniper clients on an Army Gold Master (AGM) imaged device or a
Lightweight Portable Security (LPS) disk. The contractor shall provide support for users and
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media for contractors and staff that are serviced by the contractor-provided LAN. The contractor
shall maintain the compatibility of the LPS with GuardNet infrastructure and systems.

C.55.3.13 SUBTASK 3.13 - CYBER SECURITY SUPPORT

The contractor shall maintain the enterprise network in a manner compliant with Federal
Information Security Management Act (FISMA), DoD RMF and NIST guidance.

C.55.3.13.1 SUBTASK 3.13.1 - SECURITY MANAGEMENT SUPPORT

Security Management supports many of the other areas of GuardNet Managed Services as well
as IT Service Management tasks ensuring that security considerations are accounted for or
Security Management is a sub-process to other tasks. Security Management follows the most
current version of CJCS 6510.1, AR 25-2, AR 380-5, DoD 8500, NIS SP 800-53, NISPOM DoD
5220.22-M, and DoD 8530.

Governance and Compliance

The contractor shall:

a. Ensure that GuardNet and its management systems are in compliance with all
Information Assurance Vulnerability Alerts (IAVA).

b. Track IAVA compliance at the Enterprise level as well as state compliance.

c. Create and submit appropriate security-related reports, such as required by IAVA:
intrusion, virus infection incidents, FISMA and others as requested by the Government.

d. Create POA&M for identified vulnerabilities.

e. Report ARNG compliance to higher level authorities and/or reporting structures.

Management and Policy

The contractor shall:

a. Maintain the Information Security Plan.

b. Support and validate access requests for GuardNet and Managed services through Service
Operations.

c. Provide consultation on Cyber Security perspectives for proposed
changes/initiatives/projects in any of the Task 4 areas.

d. Monitor and review development in the technology and regulations governing the
industry, DoD, and Federal Government security operations.

e. Provide oversight of Cyber Security for ARNG.

f. Maintain and draft memorandums for record, system interconnection agreement, and/or
equivalent to document any and all system connections to GuardNet.

g. Validate EOSS managed assets are in compliance with Army Gold Master configuration,
NSA Configuration Guidance and NIST Configuration Guidance through coordination
with Asset Management.

h. Provide oversight to ensure that the closed area of the RCC-NG complies with NISPOM
and AR 380-5.

i. Provide cyber security/information assurance assistance to ARNG states, territories and
DC.

GSQ0016AJ0009 PO29 PAGE C-38



SECTION C -PERFORMANCE WORK STATEMENT

C.55.3.13.2 SUBTASK 3.13.2 - CERTIFICATION & ACCREDITATION SUPPORT
The contractor shall:

a.

Ensure GuardNet and GuardNet-S maintain the Authority to Connect (ATC) and
Authority to Operate (ATO).

Maintain and update the GuardNet & GuardNet-S RMF attachments in a manner
compliant with Federal Information Security Management Act (FISMA), DoD RMF, and
NIST guidance (as detailed specifically in NIST Special Publications (SP) 18, 26, 30, 37,
53, 60 and Federal Information Processing System Publication (FIPS Pub 199) and DoD
8530.1 and/or subsequent manual).

Test the security technical controls for the system.

Support GuardNet and GuardNet-S C&A, prior to external audit, the contractor shall
conduct an internal review and execute all checks and tests as required in DoDI 8500-2
IA Control Checklist for a MAC | Sensitive system.

Develop a Security Test and Evaluation (ST&E) Test Plan (Section F, Deliverable 25)
that addresses all the requirements identified in NIST SP 800-53 for a High Impact
System and the appropriate DoD, Army, and ARNG information system security testing
requirements. Prepare, at a minimum, two ST&E Test Plans and supporting the resulting
testing activities during the life of the contract.

Coordinate external system reviews (Agent for the Certificate Authority (ACA) teams) as
necessary.

Maintain a record of accreditations and expiration dates, and report monthly or as
directed by the Government on upcoming expiration of accreditations with an annual and
six-month time horizon.

Provide C&A support to other ARNG systems accreditations. (This service is expected to
be required in CY2016.)

Perform RMF assessments of existing and new, state and NGB systems seeking ATO.
(This service is expected to be required in CY2016.)

C.55.3.14 SUBTASK 3.14 - CYBERSECURITY/NETWORK DEFENSE TOOLS

SUPPORT

The contractor shall:

a.

b.

Provide HBSS support including:
1. Manage, maintain, and operate Super Agent Distributed Repository (SADR) servers.

2. Manage, maintain, and operate ePolicy Orchestrator (ePO) enterprise directory to
ensure state systems can communicate with ePO.

Coordinate the deployment of HBSS modules to the states and territories.
Upgrade HBSS modules.

Provide Tier II/111 support for modules.

6. Report on HBSS compliance and issues.

Provide ACAS support including:

1. Manage the Security Center application and OS to ensure compliance with Army
requirements.

2. Support state installation and upgrades.
3. Troubleshoot state scanning and results.
4. Monitor ACAS system and correct any problems.

o > w
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5. Provide ad hoc, daily, and weekly reporting of state scanning and the quality of those
scans.

6. Provide a weekly reporting of ACAS findings and the remediation status.
Provide IPS/IDS support including:

1. Monitoring and tuning of IPS signatures.

2. Upgrade and maintain managers and sensors.

3. Implement custom rules based on cyber intelligence provided by ARCYBER or other
agencies.

4. Monitor events sent to Arcsight.
Provide Firewall support including:
1. Create and update firewall rules to accommodate access to appropriate data sources.

2. Support firewall port activation by validating entries into DISA’s Ports, Protocols and
Service Management (PPSM) registry.

3. Provide assistance to states with PPSM submissions and validate state application
information in the PPSM registry.

C.5.5.3.15 SUBTASK 3.15 - COMPUTER NETWORK DEFENSE TEAM (CNDT)

SUPPORT

The EOSS Defensive Cyber Operations — National Guard (DCO-NG) team monitors and reports
on security events within the network. The contractor shall:

a.

Provide computer/network incident response capabilities to detect, analyze, and respond
to Computer Network Defense (CND) incidents.

Support and comply with Government-directed CND Response Actions (RAs). The
contractor shall identify, monitor, comply with, and respond to CND RAs, based on
intelligence reporting, active network incidents, or trends.

Provide immediate support to serious incidents, intrusions, or compromises (classified
spillage, unauthorized intrusion, or virus outbreak) IAW Army Regulation 25-2 (AR 25-
2).

Provide cyber threat/issue recommendations/warnings/notifications, to mitigate or
respond to threats and vulnerabilities, to the Government for validation and acceptance
based on established policies. The urgency or phasing of any actions shall consider the
level of threat or vulnerability to the network. In the case of an adverse impact, the
contractor shall provide alternative actions to achieve the original intent of the CND-
RAs.

Create and submit appropriate security-related reports, such as required by IAVA,
intrusion, virus infection incidents, and others as requested by the customer.

Establish and execute procedures to isolate, analyze, and respond to detected threats.
Perform the following functions supporting the CNDT operations:

1. Maintain a 24x7x365 incident/event handling capability.

2. Give feedback in the form of post-incident analysis reports to subscribers.

3. Perform vulnerability analysis and penetration tests.
4

. Collect and analyze network intrusion artifacts from a variety of sources to include
logs, system images, and packet captures to enable mitigation of network incidents.
5. Develop, review, and update procedures for reporting incidents to Law Enforcement
and Counterintelligence (LE/CI) agencies.
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6. Respond to ongoing network compromises and/or attacks by making network defense
recommendations.

7. Perform trend analysis on incident data to identify common vulnerabilities and make
recommendations for countermeasures, which are shared with Tier 2 and subscribers.

8. Provide INFOCON support and update services via GKO site.

9. Ensure system stability through the use of DoD-approved, Government-furnished,
anti-virus software in server systems and maintain current versions of the security
products available from the Army CNDT site at
https://www.acert.1stiocmd.army.mil/or from the DoD Computer Emergency
Readiness Team (CERT) at https://www.us-cert.gov/.

10. Notify the COR and appropriate IMO Government personnel immediately in the
event that a computer virus or virus-like activity is detected at the RCC-NG facility.

11. Notify the COR and appropriate IMO Government personnel immediately in the
event of an attempted or successful electronic or physical intrusion at the off-site
facility.

C.5.5.3.16 SUBTASK 3.16 - COMMAND CYBER READINESS INSPECTION (CCRI)

SUPPORT

The contractor shall:

@roaoo0 o

Report State CCRI status, findings, and results.

Track CCRI findings that have POA&M and report status.

Support states undergoing CCRI inspections.

Attend weekly meetings of CCRI status before inspection.

Provide ad hoc scanning and patching of state assets.

Provide detailed ACAS reporting of CCRI status of states in the CCRI process.

Travel to locations designated for CCRI inspections to provide technical support on 1A
tools implementation at the request of the Government.

C.55.3.17 SUBTASK 3.17— 1T SERVICE BROKER

The contractor shall perform the following duties as IT Service Broker for those services that are
provisioned by external entities:

a.

b.

Liaise between Enterprise IT Services and Support consumers and external service
providers.

Advocate for ARNG with external entities ensuring mutual understanding of the unique
and multifaceted mission of the NGB.

Analyze processes and service delivery to maximize efficiency.

Maintain current service levels and monitor external service providers to ensure provided
services are being delivered IAW previously agreed-to levels.

Research areas where internal services have the greatest potential for transition to
external providers and report findings.

Transition from internally provided services to external providers by establishing
relationships, creating a transition plans, documenting processes, drafting training
materials, assisting in policy development, and ensuring continued successful transition.

Currently DISA Enterprise Email (DEE) and DoD Mobility (mobile access) are provided by
DISA and data transport is provided by Army NETCOM. Cyber Security/IA tools are provided
by other DoD partners. It is envisioned that, in the future, any services that move to a cloud-
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based solution and the alignment with the Joint Information Environment (JIE) will require 1T
Service Broker support.

C.55.3.18 SUBTASK 3.18 - SUPPORT ENTERPRISE HOSTING

ARNG IMO-S provides the National Guard Bureau (NGB) with an enterprise hosting
environment supporting Platform as a Service (PaaS) & Infrastructure as a Service (laaS)
within the access controlled Installation Processing Node (IPN), located at the TARC and
Minute Man site. The IPN is composed of approximately 500 Production, Pre-Production and
Continuity of Operation (COOP) servers, storage and backup systems.

The contractor shall:

a. Ensure all systems and corresponding infrastructure are properly maintained,
configured, and patched IAW SLAs, regulations, STIGs, CTOs, ARs and best
business practices in both physical and virtual environments and that all changes to
these environments follow established IT Service Management processes

b. Responsible for validating System Version Description (SVD) releases in pre-
production environment and provide report of documented errors to IMA Change
Manager. Deploy IMA authorized production releases utilizing IMO Change Process.

€. Maintain and update the existing application “in-take process” for all new enterprise
applications into the IPN environment

d. Maintain application mapping, transaction profiling and monitoring software,
utilizing approved enterprise network monitoring tools and maintain the operating
systems to the approved security and release levels

e. Provide Database Management, operation, maintenance, service monitoring and

reporting for Oracle/MS SQL database tier. This shall include creation, modifications,

and security of databases and schemas, provide user access, performance monitoring,

troubleshooting, etc.

Perform backups, continuity of operations, disaster recovery, and archiving

_Monitor and report database and server resource allocation(s) and CPU usage

Utilize enterprise monitoring tools for performance analysis

As part of Project Design and Coordination, support lifecycle replacement and

software/hardware refresh, as required

j.  Provide IMO-S written weekly reports for reference server resource allocations per
application, and other computing and storage services (New)

T oDKae

C.55.3.19 SUBTASK 3.19 - DATA PROCESSING SUPPORT

ARNG IMO-S provides enterprise level data processing, data exchange, and support for legacy
ARNG/G1 command’s Automated Unit Vacancy System (AUVS). The AUVS is a mission
critical system comprise of multiple integrated legacy applications; Standard Installation and
Division Personnel Reporting System (SIDPERS), Total Army Personnel Database - Guard
(TAPDB-G), Strength Maintenance Management System (SMMS), and Reserve Component
Manpower System-Guard (RCMS-G). Additionally, IMO-S provides data processing and data
exchange in support of the Integrated Personnel and Pay System - Army (IPPS-A) due to replace
SIDPERS. The contractor shall provide data processing support for the above systems.
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C.5.5.3.20 SUBTASK 3.20 - ARNG WEB SERVICES SUPPORT

The ARNG Web Service operates and maintains an enterprise two distinct independent software
distribution service models, Software as a Service (SaaS) systems for NGB commonly referred
to as Guard Knowledge Online (GKO). GKO operates on the Non-classified Internet Protocol
(IP) Router Network (NIPRNet) and provides ARNG JFHQs and Air Guard Wing units an
anonymous non-CAC authentication public site platform and a CAC-authenticated knowledge
management tool for content administration and collaboration on an intranet hosted within the
IPN.

The contractor shall:

Perform SharePoint Farm Administration for current enterprise SharePoint Farm

Provide NIPR SharePoint Content Management in support of the parent and sub-site

collections at NGB and the 54 states, territories and district available 0600-1800hrs M-F.

c. Perform Server Maintenance (STIGs, hot fixes, patching, etc.) after core business hours
or based on Standard Operating Procedures

d. Designate a SharePoint lead Site Collection Owner (SCO) for ARNG G6 and a lead
SCO for NGB J6 to ensure functionality, compliance and technical support with parent
site collection, collaboration and standardization in support of the on-going operational
mission of NGB, utilizing GKO as the primary knowledge management and collaboration
portals within the G6 and J6 communities, supporting the sub-site collections

e. Provide customer technical support, including verbal and written communication with

end users and ticketing support utilizing government approved trouble ticketing and

incident management system, currently BMC ITSM/Kinetics

Maintain and update proper SharePoint governance plan for all users

Ensure compliance of IT systems with regulatory requirements and business processes

Utilize enterprise monitoring tools for performance analysis

Provide web services written weekly report on tickets received/completed, site

collections created and SQL database resource allocation and CPU usage in support of

SharePoint

oo
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Additionally, ARNG Web Service is in the process of establishing an knowledge management
technology administered and provided by U.S. Army Network Enterprise Technology Command
(NETCOM) which is hosted on the Secret Internet Protocol Router Network (SIPRNet). In
effect, the contractor shall:

a. Provide SIPR SharePoint Content Management in support of the parent and sub-site
collections at NGB and the 54 states, territories and district during core duty hours. Plan for
future SharePoint upgrades and migrations, as required by developing SharePoint
architecture and design structure.

b. Coordinate with the Knowledge Management Officer for site requirements with respect to
organizational information resources, such as the portal, website, file shares, and local
databases

c. Review NGB content for accuracy, propriety, relevancy, currency, sensitivity, duplication,
and priority within their organization
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C.554 SUBTASK 4 - GOVERNMENT FURNISHED EQUIPMENT (GFE)

The ARNG will provide the contractor with GFE that operates the EOSS. The contractor shall
be responsible for the accountability, operations and management (O&M), and lifecycle
management of the GFE.

C.554.1 SUBTASK 4.1 -GFE ACCOUNTABILITY AND MANAGEMENT

The contractor shall:

a. Adhere to asset and configuration processes.

b. Perform duties as the primary hand receipt holder (HRH) IAW AR 710-2 and AR 735-2
to the ARNG Property Book Office (PBO) for GFE under the EOSS TO’s control. The
contractor must comply with all FAR, Defense Federal Acquisition Regulation
Supplement (DFAR), DoD, Army and NGB regulations, guidelines, and procedures
governing GFE. The contractor shall perform regular inventories that are validated
against Government SLAS.

c. Perform physical asset audits to validate inventory IAW DoD, Army, and NGB
regulations, guidelines, and procedures and prepare an Asset Audit Report (Section F,
Deliverable 26). The Asset Audit Report shall include:

1. Hardware data elements including, but not limited to:

no
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Accountable Unit Identification Code (UIC) (if available)
Asset Class

Asset Status

Asset Type

Building

Floor

Machine Name
Manufacturer

Model

Asset Tag

Parent Asset Tag
Parent Serial Number
Site Code

Rack

Room

Row

Serial Number

Slot

oftware data elements including, but not limited to:

License Key

License Name

License Serial Number

Number of Actual License Distributions
Number of License Entitlements
Manufacturer

Manufacturing Part Number

Software Application Name

Current Software Application Version on the Network
License Type (e.g., perpetual or term)
Asset Status
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L. Vendor (e.g., reseller or GFP)
M. Maintenance Contract Number.
d. Maintain GFE information in the CMDB.
e. Report GFE management activities in the MPSR.

C.554.2 SUBTASK 4.2 - EQUIPMENT DISPOSITION

All obsolete, excess, or surplus equipment, hardware, and software at contractor or Government
facilities shall be properly disposed of by the contractor IAW applicable laws and regulations.

The contractor shall:

a. Adhere to ARNG PBO guidance for disposition of obsolete (or no longer needed) GFE.
b. Update repositories of record.
c. Report activities in MPSR.

C.554.3 SUBTASK 4.3 - GFE MAINTENANCE AND AGREEMENTS

GFE and Government-Furnished Software (GFS) all require warranty and maintenance
contracts. To mitigate service disruptions, all GFE shall remain covered by maintenance
agreements throughout its deployment, as well as receive proactive notification of any future
maintenance coverage requirements.

The contractor shall:

a. Procure the GFE and GFS maintenance on a cost-reimbursable basis. (See Section J,
Attachment JJ for a list of the current agreements.)
b. Provide the following required services:
1. Manage all equipment and systems maintenance support agreements, unless directed
otherwise by the ARNG.
2. Maintain accurate maintenance agreements information in the CMDB.
c. Track, manage, and report GFE warranties and maintenance agreements.

C.554.4 SUBTASK 4.4 -SITE EQUIPMENT SUPPORT

All of the GuardNet equipment is located in Government facilities, typically co-located with the
state, territory, and DC JFHQs. As such there are typically Government employees that can
provide touch-labor support. In the case that Government support is unavailable or lacks the
necessary skill sets, the contractor shall provide touch labor support and materials to perform fix
and upgrade activities on-site at all ARNG GuardNet locations. (See Section J, Attachment
KK for historical list for these activities.)

The contractor shall:

a. Provide on-site maintenance, fix, and upgrade support as required to include:

1. Maintaining operational capabilities of the Enterprise systems as part of activities
associated with support.

2. In order to maintain appropriate on-site support, the contractor shall perform the
following tasks:
A. Determination that equipment, or its parts, need to be repaired or replaced.
B. Ordering of appropriate parts.
C. Configuration.
D. Shipment to site.
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E. On-site installation, including scheduling with site personnel.

F. Testing.

G. Disposal of old parts.

H. Updates to the information in the CMS.
Coordinate all logistics and schedules associated with on-site visits and repairs.
Provide the Government with monthly updates concerning the fix and maintenance
activities.
Perform RCC-NG on-site support during the hours of 6 AM to 6 PM Monday through
Sunday geographical local time; however, the contractor shall also provide after-hour
support, if required by the local conditions.

TASK 6 — PROJECT AND INITIATIVE SUPPORT (OPTIONAL)

The contractor shall provide support for ARNG requirements and systems in the form of short-
term projects and initiatives and for unanticipated requirements including system, system
component, or application failure; systems integration; systems deployment; DoD and
Congressional mandates, project management support, data warehouse support; help desk,
service desk, or call center support; desktop support; and unanticipated requirements.

Examples of projects and initiatives are:

a.

S@

Government Directive Initiatives (GDIs). GDIs are those that are either requested by the
Government or proposed by the contractor and approved by the ARNG. These initiatives
may be implemented in response to special needs that arise due to changing ARNG
requirements or needs driven by major industry developments, changing technologies, or
DoD directives. The ARNG will provide the contractor with the requirements of these
tasks and will work with the contractor in managing the work progress.

Refresh of the GuardNet equipment. It is estimated that new hardware/software will
begin to be supplied by the Government at various ARNG locations in July or August of
2015. The contractor shall remotely configure the new hardware/software in the various
sites. All equipment shall be Energy Star Compliant IAW Far Clause 52.223-15 as
contained in Section | of the TOR.

At an unknown point-in-time during the life of the TO, the Government may require the
contractor to move operations from the Government-supplied facility to a COCO.

The contractor shall assist with the consolidation of the NGB SIPRNet connections in
GuardNet-S.

The ARNG has several ITSM projects the contractor shall support. Some are ongoing
and others are projected (see Section J, Attachment W). The contractor shall assist by
remotely configuring the new capabilities for the each set of users in the referenced state
locations.

A previous upgrade of the Windows Server OS to Windows 2008 R2 (this was a security
mandate).

A previous upgrade of the ALT-NOSC (alternative NOSC) equipment.

The ARNG may move the operations along with all the associated staff and SPPN
equipment from its Government Readiness Center campus in Arlington, Virginia, to a
COCO facility. The contractor shall develop a physical relocation plan and an approach
for transitioning to Government facilities. The contractor shall relocate personnel, EOSS
services and required equipment, data circuits and phone access, and operations to the
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designated Government facility. The contractor shall ensure continuity of operations
during the relocation.

i. The ARNG procured Cloud Services from Defense Information System Agency’s
(DISAs) milCloud 2.0 Cloud Service Provider (CSP), as such EOSS contractors provide
IT Cloud Service Brokering including develop and implement a cloud computing and
security architecture that supports ARNGs Information System Owners (ISOs) mission
requirements. ARNGs milCloud 2.0 account, Northbridge, architecture shall support
Infrastructure as a Service (laaS) and Platform as a Service (PaaS) cloud models. As part
of this GDI, EOSS shall develop, design, implement, operate, maintain, secure,
document, and train current staff. Additional support may be required to assist system
owners with application and data migration

j.

The contractor shall provide appropriate technical and project management personnel to fulfill
the requirements of these specific tasks.

C.5.7 TASK7-TECHNICAL REFRESH SUPPORT

The contractor shall refresh the equipment, software, and tools on an incremental basis over a
three- to five-year period (See Section J, Attachment V - GFE Inventory List (hardware and
software)). The contractor shall purchase the items, including maintenance agreements, manage
and test the items, and then ship them to required destination. The contractor shall provide
remote help desk support during and after the installation. All equipment shall be Energy Star
Compliant IAW Far Clause 52.223-15 as contained in Section | of the TOR.

C.5.8 TASK 8 - ACCOUNTING FOR CONTRACT SERVICES

The Office of the Assistant Secretary of the Army (Manpower & Reserve Affairs) operates and
maintains a secure Army data collections site where the contractor shall report ALL contractor
manpower (including subcontractor manpower) required for performance of this contract. The
contractor is required to completely fill in all the information in the format using the following
web address: https://cmra.army.mil. The required information includes:

Contracting Office, Contracting Officer (CO), COR.
Contract number, including task and delivery order number.
Beginning and ending dates covered by reporting period.

Contractor name, address, phone number, and e-mail address, and identity of contractor
employee entering data.

Estimated direct labor hours (including subcontractors).
Estimated direct labor dollars paid in the reporting period (including subcontractors).
Total payments (including subcontractors).

Predominant Federal Service Code (FSC) reflecting services provided by the contractor
(separate predominant FSC for each subcontractor if different).

Estimated data collection costs.

j.  Organizational title associated with the UIC for the Army Requiring Activity (the Army

requiring Activity is responsible for providing the contractor with its UIC for the
purposes of reporting this information.

o0 o
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k. Locations where contractor and subcontractor perform the work (specified by zip code in
the U.S. and nearest city and country (when in overseas locations) using standardized
nomenclature on website.

I.  Presence of deployment or contingency contract language.

m. Number of contractor and subcontractor employees deployed in theater during the
reporting period (by country).

As part of its submission, the contractor shall also provide the estimated total cost (if any)
incurred to comply with this reporting requirement. The reporting period will be the period of
performance, NTE 12 months, ending September 30 of each Government Fiscal Year (FY) and
must be reported by October 31 of each calendar year or at the end of the contract, whichever
comes first. Contractors may use Extensible Markup Language (XML) data transfer to the
database server or fill in the fields on the website. The XML direct transfer is a format for
transferring files from a contractor’s systems to the secure web site without the need for separate
data entries for each required data element at the website. The specific formats for the XML
direct transfer may be downloaded from the web.
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